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SANS: REEERA 2 HF—3Y b EDOBRL

The Top 10 Most Critical Internet Security Threats (2000-2001)

1
2

8
9

BIND weaknesses: nxt, ginv and in.named allow immediate root compromise.

Vulnerable CGI programs and application extensions (e.g., ColdFusion) installed
on web servers

Remote Procedure Call (RPC) weaknesses in rpc.ttdbserverd (ToolTalk), rpc.cmsd
(Calendar Manager), and rpc.statd that allow immediate root compromise
RDS security hole in the Microsoft Internet Information Server (11S)

Sendmail and MIME buffer overflows as well as pipe attacks that allow
immediate root compromise

sadmind and mountd

Global file sharing and inappropriate information sharing via NetBIOS and
Windows NT ports 135->139 (445 in Windows2000), or UNIX NFS exports on
port 2049, or Macintosh Web sharing or AppleShare/IP on ports 80, 427, and
548

User IDs, especially root/administrator with no passwords or weak passwords

IMAP and POP buffer overflow vulnerabilities or incorrect configuration

10 Default SNMP community strings set to ‘public’ and ‘private.

http://www.sans.org/top20/2000/?portal=4f796007065f1ff4653df218233783ff 17
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Bullting 1-20.0f 20 Page 1 of |
Date™ Bulletin Number KB Number  Title Bulletin Rating
BeE  Msa0m 167614 Patch Availzble for “Frame Spoof Vulnerabiity Not ated
AE MSI01 16229 Patch A . . .
7/2/1998 M398-003 138306 File Access lssue with Windows NT Internet Information Server (lI5) Mot Rated
12101968 Msa-013 196791 Patch A
N NS0T 105733 Pach A | 6/26/1998 M598-002 148427 Updates Available for the "The Error Message Vulnerability” Against Secured Intenet  Not Rated
; : R Servers
WENE MsE-016 163517 Update
016198 MSI0 169245 Update i c 0 PP
e g 6/1/1998 M598-001 169536 Disabling Creation of Local Groups on a Domain by Non-Administrative Users Not Rated
9N MSION 163233 Update
18 MS90 168435 Fixavailable for Internet Explorer Cross Frame Navigate Vulnerability Not ated
G188 MSI0 Updates available for Security Vulnerabilties in Microsoft PPTP Not Rated
BTN MSIE0 191200 for " Script in Microsoft Intemet Mot Rated
Explorer 40
81471058 MS33-010 Information on the *Back Orifce” Program Not Fated
TN MSIE00 190288 Update Avilable for Windows NT Privilege Elevation Attack Not ated
NS MSIE00 Update Available For Long file name Security lsue affecting Microsoft® Outlook 38 and Not Rated
Microsoft Qutlook Express 4x
- - o — Download Detailed Bulletin Information
TN MSI00T 183341 Potential SMTP and NNTP Denial of Service Vulnerabilities in Microsoft Exchange Server ot Rated
Download detailed information such as affected components, bulletin replacement, reboot requirements, and related
BN MSIE006 189262 Potential Deial-of-Service in IS FTP Server due to Passive Connecti Not Rated - " . . I - -
: FeameeEn erver e o Fassive Lonnectians . CVEs in an Excel file. Additionally, bulletin information in the Common Vulnerability Reporting Framework (CVRF) format is
T8 MS9R005 Unwanted Data ssue with Office 98 for the Macintosh ot Rated available. Download
TN MSIEO0 184375 Unauthorized ODBC Data Access with RDS and IS Not Rated
TS NS00 133805 Fike Access Issue with Windows NT Internet Information Server (15) Not ated
6261988 MS9a002 148477 Updates Available for the “The Error Message Vulnerabiity” Against Secured Intemet ot Rated
Servers
61188 MSI001 169555 Disabling Creation of Local Groups on a Domain by No Not ated
Bulltins 1-200f 20

http://technet.microsoft.com/en-us/security/dn481339
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WEDETCOF1 U5 1 BFIEHR

A B C D E F G H | J
Date Bulletin  Bulletin Component
1 Posted D KB Severity Impact Title Affected Product KB Affected Component Impact
15235/  1998/7/27 MS98-008 None Remote Code Execution Update Available For Long fi Microsoft Windows 98 Microsoft Outlook Express 4 Remote Code Execution
15236/  1998/7/27 MS98-008 None Remote Code Execution Update Available For Long fi Microsaft Windows NT 4.0 Microsoft Outlook Express 4 Remote Code Execution
15237|  1998/7/27 MS98-008 None Remote Code Execution Update Available For Long fi Microsoft Outlook Express 4.01 Remote Code Execution
15238 1998/7/27 M593-008 None Remote Code Execution Update Available For Long fiMicrosoft Outlook Express 4.01 for Mac Remote Code Execution
15239  1998/7/24 MS93-007 188341 None Denial of Service Potential SMTP and NNTP Di Microsoft Exchange Server 5.0 138341 Denial of Service
15240/  1998/7/24 MS93-007 188341 None Denial of Service Potential SMTP and NNTP Di Microsoft Exchange Server 5.0 Service Pack 1 138341 Denial of Service
15241  1998/7/24 M593-007 188341 None Denial of Service Potential SMTP and NNTP Di Microsoft Exchange Server 5.0 Service Pack 2 138341 Denial of Service
15242/  1998/7/24 M593-007 = 188341 None Denial of Service Potential SMTP and NNTP Di Microsoft Exchange Server 5.5 133341 Denial of Service
15243|  1998/7/23 MS93-006 = 189262 None Denial of Service Potential Denial-of-Service Microsoft Windows NT Server 4.0 139262 Internet Information Server Denial of Service
15244)  1998/7/23 M593-006 = 189262 None Denial of Service Potential Denial-of-Service Microsoft Windows NT Server 4.0 189262 Internet Information Server Denial of Service
15245 1998/7/23 M593-006 = 189262 None Denial of Service Potential Denial-of-Service Microsoft Windows NT Server 4.0 189262 Microsoft Internet Informati Denial of Service
15246  1998/7/17 M598-005 None Information Disclosure  Unwanted Data Issue with C Microsaft Office 98 for Mac Information Disclosure
15247/ 1998/7/14 MS93-004 184375 None Elevation of Privilege  Unauthorized ODBC Data Ac Microsaft Windows NT Server 4.0 184375 Microsoft Internet Informati Elevation of Privilege
15248  1998/7/14 MS93-004 = 184375 None Elevation of Privilege  Unauthorized ODBC Data Ac Microsoft Remote Data Services version 1.5 134375 Elevation of Privilege
15249  1998/7/14 MS93-004 = 184375 None Elevation of Privilege  Unauthorized ODBC Data Ac Microsoft Visual Studio 6.0 184375 Elevation of Privilege
15250/  1998/7/2 MS93-003 = 188306 None Information Disclosure  File Access Issue with Wind(Microsoft Windows NT Server 4.0 138806 Microsoft Internet Informati Information Disclosure
15251  1998/7/2 M593-003 = 183806 None Information Disclosure  File Access Issue with Wind(Microsoft Windows NT Server 4.0 183806 Microsoft Internet InformatiInformation Disclosure
15252/  1998/7/2 MS93-003 = 188806 None Information Disclosure  File Access Issue with Wind(Microsoft Windows NT Server 4.0 138806 Microsoft Internet Informati Information Disclosure
15253 1998/7/2 MS93-003 = 188806 None Information Disclosure  File Access Issue with Wind(Microsoft Windows NT Server 4.0 138806 Microsoft Internet Informati Information Disclosure
15254|  1998/7/2 MS93-003 = 188806 None Information Disclosure  File Access Issue with Wind¢Microsoft Windows NT Workstation 4.0 138806 Microsoft Personal Web Ser Information Disclosure
15255/  1998/7/2 M593-003 = 188806 None Information Disclosure  File Access Issue with Wind(Microsoft Peer Web Server versions 2.0 133806 Information Disclosure
15256/  1998/7/2 MS93-003 = 188806 None Information Disclosure  File Access Issue with Wind(Microsoft Peer Web Server versions 3.0 133806 Information Disclosure
15257| 1998/6/26 MS93-002 148427 None Information Disclosure  Updates Available for the "TMicrosoft Windows NT Server 4.0 143427 Internet Information Server Information Disclosure
15258)  1998/6/26 MS33-002 | 143427 None Information Disclosure  Updates Available for the "TMicrosoft Windows NT Server 4.0 143427 Microsoft Internet Informati Information Disclosure
15259 1998/6/26 MS93-002 148427 None Information Disclosure  Updates Available for the "T Microsoft Site Server 3.0 Commerce Edition 148427 Information Disclosure
15260/ 1998/6/26 MS93-002 148427 None Information Disclosure  Updates Available for the "T Microsoft Site Server 3.0 Enterprise Edition 148427 Information Disclosure
15261 1998/6/26 MS98-002 148427 None Information Disclosure  Updates Available for the "T Microsoft Exchange Server 5.0 143427 Information Disclosure
15262/ 1998/6/26 MS93-002 148427 None Information Disclosure  Updates Available for the "T Microsoft Exchange Server 5.5 143427 Information Disclosure
15263  1998/6/1 MS93-001 = 169356 None Not a Vulnerability Disabling Creation of Local ¢ Microsoft Windows NT Server 3.1 169556 Not a Vulnerability
15264 1998/6/1 M533-001 | 169556 None Not a Vulnerability Disabling Creation of Local ¢ Microsoft Windows NT Server 3.5 169556 Not a Vulnerability
15265  1998/6/1 M533-001 = 169556 None Not a Vulnerability Disabling Creation of Local € Microsoft Windows NT Server 3.51 169556 Not a Vulnerability
15266| 1998/6/1 M398-001 | 169556 None Not a Vulnerability Disabling Creation of Local dMicrosoﬂWindows NT Server 4.0 169556 Not a Vulnerability
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Windows Products and Security: Worms and TwC
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Date™ Bulletin Number KB Number  Title Bulletin Rating
’— 6/26/2002 M502-033 32213 Unchecked Buffer in Profile Service Could Allow Code Execution in Commerce Server  Critical
6/26/2002 M502-032 320920 26 June 2002 Cumulative Patch for Windows Media Player Critical
6/19/2002 M502-031 324438 Cumulative Patches for Excel and Word for Windows Moderate
6/12/2002 Ms02-030 321911 Unchecked Buffer in SQLXML Could Lead to Code Execution Moderate
6/12/2002 Ms02-029 318138 Unchecked Buffer in Remote Access Service Phonebook Could Lead to Code Execution  Critical
%ﬁm HE ( : 6/12/2002 M502-028 321599 Heap Overrun in HTR Chunked Encoding Could Enable Web Server Compromise Critical
E t w T /A\ F ﬂ ) 6/11/2002 MS02-027 323889 Unchecked Buffer in Gopher Protocol Handler Can Run Code of Attacker's Choice Critical
7 6/6/2002 M502-026 322289 Unchecked Buffer in ASP.NET Worker Process Moderate
5/26/2002 Ms02-025 320436 Malformed Mail Attribute can Cause Exchange 2000 to Exhaust CPU Resources Critical
5/22/2002 M502-024 320206 Authentication Flaw in Windows Debugger can Lead to Hevated Privileges Critical
3/15/2002 Ms(2-023 mam 15 May 2002 Cumulative Patch for Internet Explorer Critical
5/8/2002 M502-022 321661 Unchecked Buffer in MSN Chat Control Can Lead to Code Execution Critical
— 4/25/2002 Ms02-021 321804 E-mail Editor Flaw Could Lead to Script Execution on Reply or Forward Moderate
41772002 M502-020 319507 SOL Extended Procedure Functions Contain Unchecked Buffers Moderate
. PN 4/16/2002 M502-019 21308 Unchecked Buffer in Internet Explorer and Office for Mac Can Cause Code to Execute  Critical
\,
KIAQA F’:ﬁ I 4/10/2002 MS02-018 319733 Cumulative Patch for Internet Information Services Critical
47472002 M502-017 311967 Unchecked buffer in the Multiple UNC Provider Could Enable Code Execution Moderate
47412002 MS02-016 318593 Opening Group Policy Files for Exclusive Read Blocks Policy Application Moderate
24
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Windows Products and Security: Windows Server 2003
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. BN EITRZ BIENTE
#Fr1=%Microsoft DIZHE L7 o7T=

Yax'a u 33 V=
I 0 )/ )\/ —
1 I
J 17 -
[ oz M504-007 828028 ASN_1 Vulnerability Could Allow Code Execution Critical
o v 33 2/10/2004 MS04-006 830352 Vulnerability in the Windows Intemet Naming Service (WINS) Could Allow Code Impartant
E*;ZZ € — Bxeution
2/10/2004 M504-005 435150 Vulnesability in Virtual PC for Mac Could Allow Privilege Elevation Important
2272004 M504-004 13204 Cumulative Security Updata for Internet Explorer Critical
FaUJ—2
cIse 113/2004 MED4-003 28 Buffer Overrun in MDAC Function Could Allow Code ion Important
1/13/2004 M504-002 B Vulnerability in Exchange Server 2003 Could Lead to Privilege Escalation Moderate
1/13/2004 MS04-001 816458 Vulnesability in Microsoft Internet Security and Acceleration Server 2000 H323 Filter  Critical
Could Allow Remote Code Execution
P axd 2 K Hgg
% E I 11172003 M503-051 813360 Buffer Overrun in Microsoft FrontPage Server Extensions Could Allow Code Execution  Critical
111172003 M503-050 81577 Vulnesability in Microsoft Word and Microsoft Excel Could Allow Arbitrary Code to Run  Important
1141172003 M503-049 228749 Buffer Overrun in the Workstation Service Could Allow Code Execution Critical
11/11/2003 M503-043 24145 Cumulative Security Updata for Internet Explorer Critical
’ 10/15/2003 ME03-047 23480 Vulnasability in Exchange Server 5.5 Outlook Web Access Could Allow Cross-Site Moderatz
Seripting Attack
10/15/2003 M503-046 220436 Vulnesability in Exchange Server Could Allow Arbitrary Code Execution Critical
10/15/2003 M303-045 244 Buffer Overrun in the ListBox and in the ComboBax Control Could Allow Code Execution Important
10/15/2003 M3E03-044 25119 Buffer Overrun in Windows Help and Support Center Could Lead to System Compromise Critical
10/15/2003 ME03-043 223035 Buffer Overrun in Messenger Service Could Allow Code Execution Critical
[
ﬁ ]E 7K HE _J 10/15/2003 MS03-042 826232 Buffer Overflow in Windows Troubleshooter ActiveX Control Could Allow Code Critical
Execution
10/15/2003 M503-041 frEib rability in Authenticode Verification Could Allow Remote Code Execution Critical
10/3/2003 M503-040 828750 Cumulative Patch for Imtamet Explorer Critical
9/10/2003 M503-029 24146 Buffer Overrun In RPCSS Service Could Allow Code Execution Critical
97372003 M503-033 Eris Unchecked burffer in Microsoft Access Snapshot Viewer Could Allow Code Execution Moderatz
Q7372002 M503-037 2ms Flaw in Visual Basic for Applications Could Allow Arbitrary Code Execution Critical




Windows Products and Security: never end story
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Microsoft Active Protections Program(MAPP)
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MAPP Partners with Updated Protections
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Vulnerability in Internet Explorer Could Allow Remate Code Execution F AL by
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Freescale -
F-Secure How could an attacker exploit the vulnerability?
Huawel Juniper An attacker could present a removable drive to the user with a malicious shortcut file, and an
) assaciated malicious binary. When the user apens this drive in Windows Explorer, or any other
Mchfee Kaspersky application that parses the icon of the shortcut, the malicious binary will execute code of the
attacker's choice on the victim system.
Network-box K7Computing
An attacker could also set up a malicious Web site or & remote network share and place the
NSFocus NETASD malicious components on this remote location. When the user browses the Web site using a Web
s Metwinrie ) browser such as Interet Explorer or a file manager such as Windows Explorer, Windows will
3loAlto Networks Niksun atternpt to load the icon of the shortcut file, and the malicious binary will be invoked. In addition
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EETT—X
1 7ERIRERET. BIFE. T A hDEXR

Basics of Secure Design, Development and
Test

SDLOAwOtEFa1 U4 UT7L>X
SDL Quick Security References
BIREMITOSDLRY—4F —F v ~
SDL Developer Starter Kit
BmEIJT—X
a1 7ERIREET. HFE. X MDEKR

Basics of Secure Design, Development and
Test

SDLOAwOtEFa1 U4 UT7L>X
SDL Quick Security References
BIREMITOSDLRY—4S —Fwv ~
SDL Developer Starter Kit
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SDL Practice #2: (B{4EH
a1 TS5/

> —BHDOME

- E
- BRHCEF2IUTAETSA
IS —DFERELAN L EER
IR EF F—LAI—=(C
HUT, 2T v (CHRD
U XD DR, BIFEEFETD
sl SAZIE, BICIREZBST

9BDLTOIITEEDET,

- SEMNRN\T)I\—DFEF,
Hess1E(CXS 9 DBARBINRLIE
LN (BR, BEF) H'E
TY, CCTHREULEE(D.
BIECTTIRWENEETT,

- EubFHA
o GIRINIRY DT NO T 7RFE
- BREERITI—X
o Vv AI)LHFE
« —E (One Time)

[

Reference
SDLT SIS — - J\I)X\— H>T)L
SDL Privacy Bug Bar Sample
SDLtFa1 VT« : J\O)— B2 T)L
SDL Security Bug Bar Sample
Downloads
Microsoft SDL MDRFE/RESR
Simplified Implementation of the
Microsoft SDL
Tools

Microsoft Team Foundation Server 2010
ANDTEF21 VT 1)) =N

Add a Security Bug Bar to Microsoft
Team Foundation Server 2010

F> L — b : SDLERSNEREE
Template: SDL Exception Request
Training
VI NI THERICBITDI TSI —
Privacy in Software Development
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SDL Practice #3: (BffEH
REBEE & )\T )\ —DERK

- 2
s RAICEFIUT A ETSA

IS —DFERIELAN L ZETESR

9D EF. F—LAZI=(C
HFUT, CFaUT+ICRD
XD DB, RIFERETO
skl SAZIE, BICIREZEST
IBDLTOIMITEIRDFET,
- SEMNR/N\T)I\—DFEZ.

eSS 1E (CXS 9 S BARIINERIE

LA (BR, BEF) '
TY., CZTEUEEQ.

BIIECTFIRRWENEETT,

o SEJimbFEA
o GFRINIRY D NDO T 7RFE
s BREFHEITI—X
o« Vv AILEFE
—E (One Time)

» Tools

« Training

Reference
SDLISA/)\>— - J)\I)X\— BT
SDL Privacy Bug Bar Sample
SDLFaUFv : JO)— BT
SDL Security Bug Bar Sample
Downloads
Microsoft SDL (DfEEE/RESR:

Simplified Implementation of the
Microsoft SDL

Microsoft Team Foundation Server 2010
ANOtF21 U5 )\J)N—DEN

Add a Security Bug Bar to Microsoft
Team Foundation Server 2010

F> L — b : SDLERSMERZE
Template: SDL Exception Request

VI NI THRCHIFBRI TS/ —
Privacy in Software Development
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SDL Practice #4: (B4 EH

X1 ETSA/INE—([CEHTDI AR DX

-

« VYIBMII TG E. JANE
MREDIESTIE(CE DU\ TIREY
9B EE HEEiC BRI
cFaUTsEEtLEdl—%&
WEEITDIT—X, B
HB—EX(CHT DTS 1)S—
(CRET D12\ hHlIZ1TS
FTHIFICRDFET.

- EtulFHA
o GEEIIRY D N 1T 7RFE
- BREERII—X
o Vv AILEHFE
—E (One Time)

Reference
SDLT AN\ —T7>0—~ U2 T
SDL Privacy Questionnaire Sample
Downloads
Microsoft SDL MDffES/RZEE:

Simplified Implementation of the
Microsoft SDL

SDLERELETIL ©ILITERAAZ MAAR

SDL Optimization Model Self-
Assessment Guide

« Tools

T+ VT URTHE

Security Risk Assessment

« Training

VI NI TVRRCHIFDI TS/ —
Privacy in Software Development

42



SDL Practice #5: (5%51)
T EMFOMTE

- 2

- BHCEFIUT A ETSA
I\ —(CRANDDEZHIRICERD
HOZEF RT3 —)LD
RALZSR/ARCL. TJO>T
O hDIAR MR =EBFET,

o FMETHMEEEBRMHICHUT, 1EHE
TRETHDZEZIREL.
FSBEPREERNLE1—
SNTNDCEBHILLE T,

o SEJinbFHEA
o MRV DT hO T VRE
. EtDT—X
s Vv AILEFE
« —E (One Time)

Reference

s AT IA-IVL—ILEEHS
Firewall Rules and Requirements

- BESICETIFEREME (Agility)
Cryptographic Agility

« 7IUS—>3>nttFa VT FEEOXELE

B i

Documenting And Evaluating The Security
Guarantees Of Your Apps

Downloads
o TFITREET. HFE. REOEK
_I?asitcs of Secure Design, Development and
es

s VIRNITFRRCBTZD TS/ —
Privacy in Software Development
« YIRII7ERET—ERDZHD
TSAIN—HA RS>

Privacy Guidelines for Developing Software
Products and Services

Tools
Training
o TFITREET. HFE. RAEOEK
_IIE_»asitcs of Secure Design, Development and
es

s X0V I NBROTTDET
Introduction to Microsoft SDL Threat
Modeling

e SDL t+aVUs+([CAIDIA1vIUT7L >R
» SDL Quick Security References
- SDL ME&EMEITRAI—F—Fwv
SDL Developer Starter Kit
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SDL Practice #6: (5%51)

VAV IOY—T T AN E. BRROE

-

- IREEN. BERIRSSROMES
MEIRET IMEZERTSED
eHlC. 7IYVIY—T T XE
AR T DRELRDTE, =X
LA —EINDT7 IR ZHE
DELFRET DL B/IME
ROFRAZEHIT L. ZE
Ptz ER T S M ETT,

- EtulFHA
o GEEIIRY D N 1T 7RFE
. FEtDT—X
o Vv AILEHFE
« —E (One Time)

Reference
THAYVIH—T 1T B[S T ECKDIFROKE
Zt D

Fending Off Future Attacks by Reducing
Attack Surface

EFE CERVFIRENFIARIEER D — RER/IRIC
IBZET, BFAVUTAURDZERBIT D
Mitigate Security Risks by Minimizing the
Code You Expose to Untrusted Users
Downloads
« SDLEEREMITRAY—F—Fwv b a1 7EEtEE

SDL Developer Starter Kit - Secure Design
Principles

7Y I —I T RZRST T ECKDFRDE
Z TS

Fending Off Future Attacks by Reducing
Attack Surface

ERECTERRVWFIBENFIATEERR I — Ras/\RIC

9BZET, TFaAVUTAURIZERT D
Mitigate Security Risks by Minimizing the
Code You Expose to Untrusted Users

Tools
Training
o LFI TR MR, RBOEAR

Basics of Secure Design, Development and
Test

NAo0OY D MBRDDRET

Introduction to Microsoft SDL Threat
Modeling

SDL tFa1YUF+ICETIAMvIUT7L X
SDL Quick Security References

SDL BMFE&EMITRAY—5F—Fv b
SDL Developer Starter Kit
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SDL Practice #7: (5%5t)
BRET)LDOF)

- E
« EETEF(CBRS T UAICHT D
W& T O—FZERAITD
ZEF FLRKDIHREN
DEZ(CHe =AU, BREL
(CKBDURDZZHIERL., @R
RO ZITET .

« SENERs A
© [EHEVRY D RO T 7RFE
. HETI-X
- TSvAILBFR

« 2THRATU> K (Every
Sprint )

Reference
STRID7ZO—F(CKBtzFaUFT %t LD

Uncover Security Design Flaws Using the
STRIDE Approach

Downloads
SDLERLETILOBIT
Introduction to SDL Threat Modeling
SDLEAREMIT AT —F—Fv k BRETIL
MEL. BRETILY—ILRE
SDL Developer Starter Kit — Threat Modeling

Principles, and Threat Modeling Tool
Principles

Tools

Video
SDL BEEFIL
SDL Threat Modeling
BRETILY—)L 2014
Threat Modeling Tool 2014
Training
o TFIREET. BFE. RAEOEK
_Eﬁggitcs of Secure Design, Development and

X220V I NBRITDRET
Introduction to Microsoft SDL Threat
Modeling

SDL tH+a1UFT+ (CEATDIAvIIUT7 LR
» SDL Quick Security References
SDL MRE&EMITRAY—F—Fwv
SDL Developer Starter Kit
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SDL Practice #8: (%)
BESNIEY—)LOER

. HE
o SFRIENEY—ILERET D

iU FTvIZLH

gBCEEF TFaVUTARE

(OINAZ - U hDOAT

S EEERE) BN

MO ISERITDC &%

ZM CTEH(CT D,

e URXNZFEENICEFRITDICE
(&, D)\ —=>3>0v—)L
ZERZRKL. FifcRttFa
U5« DAr EBGfHZE fHAHAD
CEZEBEIRUET,

o ENhEFHEA
o GIRIVIRY DT O T VRHFE
- ERIT-—X
« v AILHFE
« Bucket/Planning

Reference
o HEREIBZOAINAT - V—ILEATZTY

Recommended Compilers, Tools, and
Options for All Platforms

Appendix E: Required and
Recommended Compilers, Tools, and
Options for All Platforms

http://msdn.microsoft.com/library/cc
307395.aspx
Downloads
« SDL Tools
+ banned.h

Code Analysis for C/C++
SiteLock ATL Template
Anti-Cross Site Scripting (Anti-XSS)

Library
FxCop
Microsoft Code Analysis Tool .NET
(CAT.NET)
Videos
Tools
Training
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SDL Practice #9: (5£3%)
ZEEDIRVWEZRDERZELE

- 2

- O IR TOREEREAPI
DU, BETERVWETESE
SNEEDODOFBZEZEIET S
CEF. KIS RERTHEEN
RtFa1 Y7+ EORIEZER
93

« NS —-T7A)LDFIA.
FruWLWId/IA SPBREY —)L
ZHAU. FRZEIEVU X NS
R SNICRRZEZRIREDIC
Zi9 B,

o SEJinbFHA
s GHNIRY D bDO T VBT
s BERI1-—X
o« Vv AILEFE

s 2TODRIUZ
( Every Sprint )

Reference

Strsafe.h (CDUL\T

About Strsafe.h (with Visual Studio)
TEIRCRT

Safe CRT (with Visual Studio)
SDLEID7>0>3>d-)L

SDL Banned Function Calls
SDLAFEE&EMITAY—5—Fw ~ ZIEAPI

SDL Developer Starter Kit - Banned APIs

Downloads
Banned.h
a1 7IEET. AR REDEXR

Basics of Secure Design, Development and

Test
Videos
Banned.h
Tools
Training

1 7RERET. R REOEKR

Basics of Secure Design, Development and
Test

SDL tH+a1UF+ CAITDIAvIIT7L 2R
SDL Quick Security References

SDL FFEEBERIFRSY—F—Fv b
SDL Developer Starter Kit
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SDL Practice #10: (3£2%&)
EELOPAY L Jilid

. HE
o OAINAILBIICY—RO—R%&E
DT DEF. RT—FT)L
RtFa2UFdI—RLE2—
Zalges L. tF1770—5+
SUBEICEL TR &%
FEECUET,

o SEJinbFHEA
o IRV DT hO T VRE
s ERTI1T—-X
o« Vv AILEFE

- 2THORTITYU>
( Every Sprint )

Reference

Downloads
CAT.NET 32-bit/64-bit Anti-XSS
FxCop Code Analysis
for C/C++
SDL Developer Starter Kit — Code Analysis

Videos
CAT.NET 32-bit/64-bit Anti-XSS
FxCop Code Analysis
for C/C++

Webcast
CAT.NET g/ J— RorEfERLEY T ~
I P S

Software_Security with_Static Code Analysis
Using CAT.NET (Level 200)

%% E%H“J —ILEER U+ U5« BFED

Detecting and Mitigating Security Issues
g(s)lcr)w)g the Code Analysis Tool .NET (Level

Tools

Training
T T7IRERET. R REOEKR

Basics of Secure Design, Development and
Test

SDL F+aUFo (CRAITDIAvIUT7L X
SDL Quick Security References

SDL BFEE@ITRSI—F—Fwv b~
SDL Developer Starter Kit
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SDL Practice #11: (128)
Y DD ENE

- BIE

« VI DT V7DOEITEICHREAEIC
XDOT7TIT—2 3> 0FEFH %=
T-A—UL. XEYU—RIE,
Jd—Y —1&RORERE,. EE
RtFa1 U+ LOREZ
FTWVIITD

- SEJibFHA
LRIV D D 1 7RFE
s RBEIJIT—X
« Vv A)LEFE

«  Buckett&d®&
( Bucket Verification )

Reference

- SDLEREM@ITRASY—F—Fwv b
Ny IJ7A—-)\—TJ0O—., SQL1>>xTo>3>

SDL Developer Starter Kit — Buffer Overflows,

SQL Injection

Downloads
« AppVerifier Download
- BinScope Binary Analyzer Download
- TRt AR, RBEOEXR

» Basics of Secure Design, Development and
Test

- TFIUT1REEE
Secure Verification Principles
» Cross-Site Scripting
Videos
« BinScope Binary Analyzer

Tools

Training
O t:‘FlT d\DRD-I— E‘ﬁ% *ﬁﬂ@gx

» Basics of Secure Design, Development and
Test

- SDL TFaUF«ICEATDIAYIUTF7 LR
» SDL Quick Security References
- SDL ME&EMITRY—F—FVh

+ SDL Developer Starter Kit
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SDL Practice #12: (1R&)
72270 DEN

.« EhubFHA
o REREYIRNY T b 1 7 RF
.« BRBEIT—X
- TPy AILEFE
+ Bucket#®& ( Bucket Verification )

. E < Reference
- BENCAERERPS AL RT 5% J7 27X : Visual Studio Team System
RoCET, JOPUSATIS=%5 =k C BFOF R M 25T T — 2T A5 — DIER
3_:, ( ééx \T‘Q Y—AD EELI Fuzz Testing: Create a Test Interface
:QI__; 1:9;\]\{:%51 U5« _FORIREZ Hifar Provider for Visual Studio Team System
Al L@ < IEARERDS 74w 4 L
& ﬁw-§° guéaereErfpresswn Denial of Service Attacks

IRTA MRV IR« TF7S2DCLBEEBMLENARTR

L—>3>7X b
Automated Penetration Testing with White-
Box Fuzzing
« Downloads
a1 7IEET. FFE. RAEOER
%ggitcs of Secure Design, Development and

SDL BREMIFRY—F—Fv b
SDL Developer Starter Kit
MiniFuzz File Fuzzer SDL Regex Fuzzer

+ Videos
BULTRISII DT 722D
File Fuzzing for Fun and Profit (Level 300)
MiniFuzz File Fuzzer SDL Regex Fuzzer

« Tools

* Training
a1 7REET. FE. RBOERK
_%asitcs of Secure Design, Development and
es

SDL tF+aYUT«(CAIDIOAMvIUT7L >R
SDL Quick Security References

SDL BREBMITRY—F—Fv b
SDL Developer Starter Kit
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SDL Practice #13: (Verification)
AV OY—-T1T X - LED—DEE

- HIE

o« O— RTERERBEIC, 75V
H—J1x X LE2Z—%Z1TD
ZElF. PTULS—2 3o
S AT T BERETOERED
ZENFEELITHNTULS
CEEMERL, BIEDIER &
UCHRIER A Y IONRTS—H
EsNEHZEICE. LEa—%
EimL. BRETILICKMT S,

- EJtfsHA
o GFEHIRY D NDO 1T 7RFE
- BBEIJT—X
s v A)LEHEFE

+ Bucketi & ( Bucket
Verification )

» Reference
« Downloads
» Videos

» Tools

s VYYD -HY—TJIR - TFSAY
» Attack Surface Analyzer

« Training
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SDL Practice #14: (Release)
4 227 > bSETEIDRE

-

o A5 MRISETBIDRIE (.
il S H(CHBSONDIICE
BRDNZITD L TEERQR
BDTYI,

- BYRTFIUST 0 LORR
FREDEET. MBODEFI™
H— R)I{—F 1 M55SR
d—REIdFa U5+
S—EXGtEEEHFT .

o SEtfFHA
o IRV DT hO T VRE
JU—-XT1x—X
s Vv AILEFE
« —E (One Time)

« Reference

« Downloads

+ Microsoft SDL MDFEIRSEE
» Simplified Implementation of the
Microsoft SDL
« SDLISAI\S—T>20— D125~
sittzosa>
» Incident Response section of SDL
Privacy Questionnaire

¢ SDLTSA/N\S—IXAHL—>3>xdin
IJL—LD—=09>T)L

» SDL Privacy Escalation Response
Framework Sample

« Videos
» Tools

« Training
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SDL Practice #15: (Release)
. EmRRtF1UT L EI—DXEN

- =

EficnfcIRNTOtFa1 U5+

EEEEEICLED1 -9 &

VI ROT 7OU— REHREIC
SR EEMITET.

. EE, BIETFIUTLEI—
F. BEETIL. Y—ILOHES.
ERFEE I T CRELLRE
B )W\~ ([CH T BhEE
SHET.

. BIRTEIUT 4 LE1—([CHER

(F. &1 BRINEEZSATCE.

TAAL—>3>0fNnnERrn
353_0

- EERFHA

o {GIRRYIRY T D T R
JJ—-XTJ1x—X
T2 A )T
» Every Sprint

« Reference

« SDLEF+aUFx - )\J)\— H>2T)L
» SDL Security Bug Bar Sample

« Downloads

« SDLOERFT>TL—K

»  SDL Process Template
+ Agile+SDLOERF>FL— b

* MSF-Agile+SDL Process Template
+  Microsoft SDL (DfES/RSREE

» Simplified Implementation of the
Microsoft SDL

» Videos

« SDLOERFT>TFL—b
+ SDL Process Template
+ Agile + SDLZOtEX
+ MSF- Agile + SDL Process

« Tools

+ Training
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SDL Practice #16: (Release)
eI &GE & Ee iR

« Reference

-

- RTOBMFET BT —IET—7
ATTBEF, U — %D
SEBEEMEL. SIS
VT NI 7 OMEE IR N
BIR S 30CEECY.

. DTOMFE, Y—2O— R,
NAFU, TSAR— KSR
by BBEETIL. RFEIAT N,
BEGT S, P— ) (—
FABYTRIT TS
2 EH B 2DEME T — DA
IS ZRENDDET.

- SEHERFHA

s GIRRIRY T ND T RFE
JY—-XTJ1x—X
« TSV AI)LRFE:
» Every Sprint

« Downloads

+ Microsoft SDL (DE§E/R3ELE

» Simplified Implementation of the
Microsoft SDL

« SDL OERF>TFL—b
+ SDL Process Template
+ Agile+SDL ZOEXRF>TFL— b
* MSF-Agile+SDL Process Template

» Videos

« SDLOERFT>TL—k
» SDL Process Template
+ Agile + SDLZOtEX
+ MSF- Agile + SDL Process

« Tools
« Training
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7L >

55

7L 22X 1/3

About Strsafe.h (with Visual Studio)

Add a Security Bug Bar to Microsoft Team Foundation Server 2010

Anti-XSS
Anti-XSS  (VIDEO)

AppVerifier Download

AppVerifier Download

Attack Surface Analyzer

Automated Penetration Testing with White-Box Fuzzing

Banned.h
Banned.h (VIDEO)

Basics of Secure Design, Development and Test

Basics of Secure Design, Development and Test

Basics of Secure Design, Development and Test

BinScope Binary Analyzer (VIDEO)
BinScope Binary Analyzer Download
BinScope Binary Analyzer Download

CAT.NET 32-bit
CAT.NET 32-bit (VIDEO)
CAT.NET 64-bit

CAT.NET 64-bit (VIDEO)
Code Analysis for C/C++
Code Analysis for C/C++ (VIDEO)

Cross-Site Scripting

Cross-Site Scripting

Cryptographic Agility

http://msdn.microsoft.com/library/ms647466(VS.85).aspx
http://msdn.microsoft.com/en-us/magazine/ee336031.aspx
http://go.microsoft.com/?linkid=9757780
http://www.microsoft.com/security/sdl/process/implementation.aspx#
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=c4a25ab9-649d-4alb-b4a7-
€9d8b095df18
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=c4a25ab9-649d-4alb-b4a7-
c9d8b095df18

http://go.microsoft.com/?linkid=9758398

http://msdn.microsoft.com/library/cc162782.aspx
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=6aed14bd-4766-4d9d-9ee2-
fa86aadle3c9&displaylang=en
http://www.microsoft.com/security/sdl/process/implementation.aspx#
http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEA7-
0B865A79B18C/Basics%200f%20Secure%20Design%20Development%20Test.ppsx

http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEAT7-
0B865A79B18C/Basics%200f%20Secure%20Design%20Development%20Test.ppsx

http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEA7-
0B865A79B18C/Basics%200f%20Secure%20Design%20Development%20Test.ppsx

http://www.microsoft.com/security/sdl/process/verification.aspx#
http://www.microsoft.com/download/en/details.aspx?id=11910
http://www.microsoft.com/download/en/details.aspx?id=11910
http://www.microsoft.com/downloads/en/details.aspx?Familyld=0178e2ef-9da8-445e-9348-
c93f24cc9f9d&displaylang=en
http://www.microsoft.com/security/sdl/process/implementation.aspx#
http://www.microsoft.com/downloads/en/details.aspx?Familyld=e0052bba-2d50-4214-b65b-
37e5ef44f146&displaylang=en
http://www.microsoft.com/security/sdl/process/implementation.aspx#
http://msdn.microsoft.com/en-us/library/ms182025.aspx
http://www.microsoft.com/security/sdl/process/implementation.aspx#
http://download.microsoft.com/download/F/B/D/FBDE7C61-3B58-4940-8653-FB375C1758DC/Cross-
Site%20Scripting%20-%20Microsoft%20SDL%20-%20Developer%20Starter%20Kit.zip
http://download.microsoft.com/download/F/B/D/FBDE7C61-3B58-4940-8653-FB375C1758DC/Cross-
Site%20Scripting%20-%20Microsoft%20SDL%20-%20Developer%20Starter%20Kit.zip
http://msdn.microsoft.com/en-us/magazine/ee321570.aspx
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7L 2K 2/3

Detecting and Mitigating Security Issues Using the Code Analysis
Tool .NET (Level 200)

Documenting And Evaluating The Security Guarantees Of Your Apps
Essential Software Security Training for the Microsoft SDL

Firewall Rules and Requirements

Fuzz Testing: Create a Test Interface Provider for Visual Studio Team
System

FxCop
FxCop (VIDEO)

Incident Response section of SDL Privacy Questionnaire

Introduction to Microsoft SDL

Introduction to Microsoft SDL Threat Modeling

Introduction to Microsoft SDL Threat Modeling

MiniFuzz File Fuzzer

MSF-Agile+SDL Process Template
Privacy Guidelines for Developing Software Products and Services

Privacy in Software Development

Privacy in Software Development

Recommended Compilers, Tools, and Options for All Platforms
Regular Expression Denial of Service Attacks and Defenses
Safe CRT (with Visual Studio)

SDL Banned Function Calls

SDL Developer Starter Kit

SDL Developer Starter Kit

SDL Developer Starter Kit — Banned APIs

SDL Developer Starter Kit — Buffer Overflows, SQL Injection
SDL Developer Starter Kit — Buffer Overflows, SQL Injection

http://events.microsoft.com/Pages/Home.aspx?k=Detecting%20and%20Mitigating%20Security%20lssues%20Usi
ng%20the%20Code%20Analysis%20Tool%20.NET%20(Level%20200)&cs=This%20Site&u=https%3A%2F%2Fevent
s.microsoft.com#m=%3Br%3D0%3Bs%3D%3Byourrole%3D2%3Beventtype%3D2%3Blevel%3D2%3Btimelength%
3D2%3Bv%3Dlist%3Bpi%3D%3Bmi%3D%3Bsi%3D%3Bai%3D
http://msdn.microsoft.com/en-us/magazine/cc163522.aspx

http://go.microsoft.com/?linkid=9786235

http://msdn.microsoft.com/en-us/library/cc307394.aspx

http://msdn.microsoft.com/magazine/cc163313.aspx

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=917023f6-d5b7-41bb-bbc0-
411a7d66cf3c&displaylang=en
http://www.microsoft.com/security/sdl/process/implementation.aspx#
http://msdn.microsoft.com/library/cc307393.aspx
http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEA7-
0B865A79B18C/Introduction%20to%20the%20Microsoft%20Security%20Development%20Lifecycle%20(SDL).pp
sX

http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEA7-
0B865A79B18C/Introduction to Threat Modeling.ppsx
http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEAT7-
0B865A79B18C/Introduction to Threat Modeling.ppsx
http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilylD=b2307ca4-638f-4641-9946-
dcOa5abe8513

http://www.microsoft.com/security/sdl/adopt/agile.aspx
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=16048
http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEA7-
0B865A79B18C/Privacy%20in%20Software%20Development.ppsx
http://download.microsoft.com/download/9/3/5/935520EC-D9E2-413E-BEA7-
0B865A79B18C/Privacy%20in%20Software%20Development.ppsx
http://msdn.microsoft.com/library/cc307395.aspx
http://msdn.microsoft.com/magazine/ff646973.aspx
http://msdn.microsoft.com/library/8ef0s5kh(VS.80).aspx
http://msdn.microsoft.com/library/bb288454.aspx
http://www.microsoft.com/security/sdl/adopt/starterkit.aspx
http://www.microsoft.com/security/sdl/adopt/starterkit.aspx
http://www.microsoft.com/security/sdl/adopt/starterkit.aspx
http://www.microsoft.com/security/sdl/adopt/starterkit.aspx
http://www.microsoft.com/security/sdl/adopt/starterkit.aspx
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SDL Developer Starter Kit — Code Analysis
SDL Optimization Model Self-Assessment Guide

SDL Privacy Bug Bar Sample

SDL Privacy Escalation Response Framework Sample
SDL Privacy Questionnaire Sample

SDL Process Template

SDL Quick Security References

SDL Regex Fuzzer

SDL Security Bug Bar Sample

SDL Tools

Secure Code Review Guidance and Code Priority Definitions

Secure Verification Principles

Secure Verification Principles

Security Definitions for Vulnerability Work Item Tracking

Security Requirements Questionnaire

Security Risk Assessment

Simplified Implementation of the Microsoft SDL

Software Security with Static Code Analysis Using CAT.NET (Level 200)

Template: SDL Exception Request

3/3

http://www.microsoft.com/security/sdl/adopt/starterkit.aspx

http://download.microsoft.com/download/2/c/4/2c414971-f61c-4679-8144-
53al6adc844e/SDL%200ptimization%20Model%20-%20Self%20Assessment%20Guide.docx

http://msdn.microsoft.com/en-us/library/cc307403.aspx

http://msdn.microsoft.com/library/cc307401.aspx

http://msdn.microsoft.com/en-us/library/cc307393.aspx

http://go.microsoft.com/?linkid=9706652
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=79042476-951f-48d0-8ebb-89f26cf8979d
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=8737519¢-52d3-4291-9034-caa71855451f
cc307404.aspx

http://msdn.microsoft.com/en-us/librar

http://www.microsoft.com/security/sdl/adopt/tools.aspx

http://download.microsoft.com/download/3/E/2/3E297035-2B7D-44F7-8EF6-
08D4E9400EBE/Secure%20Code%20Review%20Guidance%20and%20Priority%20Definitions.docx

http://download.microsoft.com/download/F/B/D/FBDE7C61-3B58-4940-8653-
FB375C1758DC/Secure%20Verification%20Principles%20-%20Microsoft%20SDL%20-
%20Developer%20Starter%20Kit.zip

http://download.microsoft.com/download/F/B/D/FBDE7C61-3B58-4940-8653-
FB375C1758DC/Secure%20Verification%20Principles%20-%20Microsoft%20SDL%20-
%20Developer%20Starter%20Kit.zip

http://msdn.microsoft.com/library/cc307392.aspx

http://download.microsoft.com/download/3/E/2/3E297035-2B7D-44F7-8EF6-
08D4E9400EBE/Security%20Requirements%20Questionnaire.docx

http://download.microsoft.com/download/3/E/2/3E297035-2B7D-44F7-8EF6-
08D4E9400EBE/Security%20Risk%20Assessment.docx

http://go.microsoft.com/?linkid=9708425
https://msevents.microsoft.com/CUI/EventDetail.aspx?culture=en-
US&Event|D=1032402661&CountryCode=US

http://download.microsoft.com/download/3/E/2/3E297035-2B7D-44F7-8EF6-
08D4E9400EBE/SDL%20Exception%20Request%20Template.docx
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The SDL Developer Starter Kit

Secure Design Principles (.zip)

Threat Modeling Principles (.zip)

Threat Modeling Tool 2014 Principles (.zip)

SQL Injection Vulnerabilities (.zip) Bonus! MSDN Virtual Lab
Cross-Site Scripting Vulnerabilities (.zip) Bonus! MSDN Virtual Lab
Buffer Overflows (.zip) Bonus! MSDN Virtual Lab

Design Phase

Secure Implementation Principles (.zip)

Banned APIs (.zip)

Code Analysis (.zip) Bonus! MSDN Virtual Lab

Source Code Annotation Language (.zip) Bonus! MSDN Virtual Lab
Compiler Defenses (.zip) Bonus! MISDN Virtual Lab

SQL Injection Vulnerabilities (.zip) Bonus! MSDN Virtual Lab
Cross-Site Scripting Vulnerabilities (.zip) Bonus! MSDN Virtual Lab
Buffer Overflows (.zip) Bonus! MSDN Virtual Lab

Implementation Phase

Secure Verification Principles (.zip)

Security Code Review (.zip) Bonus! MISDN Virtual Lab

Fuzz Testing (.zip) Bonus! MSDN Virtual Lab

SQL Injection Vulnerabilities (.zip) Bonus! MSDN Virtual Lab
Cross-Site Scripting Vulnerabilities (.zip) Bonus! MSDN Virtual Lab
Buffer Overflows (.zip) Bonus! MISDN Virtual Lab

Verification Phase
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