
�������	�
 �5�
������

2016�4�26�

��������
�� !

"#$%

2Copyright�©�2016�Cyber�Defense�Institute,�Inc.�All�rights�reserved.

&'�
(

1. �)*+,-�./01

2. 234567+89
�:;�<�=>?�@ABCDE
FGHIJ7+KLBMN	OHJP+QRS)TP-

3. 234567+89
�:;�<�=>?�@ABCDE
FGHIJ7+KLBMN	OHJP+QRS��U

4. V�W����

5. XY��)TP-



3

�)*+,-�./01

CZ[@\

4Copyright�©�2016�Cyber�Defense�Institute,�Inc.�All�rights�reserved.

IDF)]^_2�������	�
S`a

b�'c=d�ef
'[@� g`7-hijk)]^_lmnop�q>H
rstuvwxy

z�{|}./)~�t_+�hijk��������������
���`7-h��}��)TP-V���H���TT��$J7-�^_
���	�
Hrs7-����+��

• ��)��01��+���}���������	�
j
 ¡7}P+�hV�¢��£J¤>?¥¦j§¨�)��
7+���	�
©hª«����	�
H��)7+��H¬
)D£Jj}��-P+®

• �)¯°�±²j$³m´¤`}_{|}��)
]P-hµP�¶T������·µ£J)~7-
¸³`}¹wº}P®

• ��)��01��+���}���������	�
j
 ¡7}P+�hV�¢��£J¤>?¥¦j§¨�)��
7+���	�
©hª«����	�
H��)7+��H¬
)D£Jj}��-P+®

• �)¯°�±²j$³m´¤`}_{|}��)
]P-hµP�¶T������·µ£J)~7-
¸³`}¹wº}P®



5Copyright�©�2016�Cyber�Defense�Institute,�Inc.�All�rights�reserved.

»¼�2�������	�
S��)*+,-�./01b½¾y

b�'c=d�ef
'[@� g`7-hijk)]^_lmnop�q>H
rstuvwxy

z�{|}./)~�t_+�hijk�����������������`7-h
��}��)TP-V���H���TT��$J7-�^_���	�
Hrs7
-����+��

• ¿À�ah����QR�$J��_op©�ÁjÂÃ)3Ä6>?¯Å67-P_
+�h8
ZÆ�cd<�ÇO)È t_ÉÊ©MN)Ë t_�'c=d�ef
'[@
�DÌÍ�Ht_z`jÎÏ)}_vÐjÑÒ7hÓ)h�
c�Ô[CHÕÖ�)
$J7+��×�©Ô[CØ�@�Ùj_z`H»Ú`7+&BAÛ�<Ü
��×�H
IJ7+����QRjÝ¾Þß)*_+�hà³�ÑÒt_vj�áâ)},-
�-P_®

• ã,-häåtæ�~çjèé«�8
ZÆ�cd<�ÇO)>êz`)}_+�h
§±²ë�DÌÍ�t_)ahV�Gì�ëí)îït_ðïñ)È t_2Ô[C
Ø�@ò�óÛ[Côõ�ö��÷ø`7-È��_��}MNbùúhÔ[CØ�@
MNyñSHûü>?ýþ7-QRDÌHÍ�t_ {|)},-P_®

• �+h¿À�������©����QR�$J��_�KBMN	OahÉÊH
È�}P¼�opj3Ä67-P_+�h8
ZÆ�cd<�ÇOë)È t_ÉÊ©
MNjÖ�}�}� },-�-P_®

• ¿À�ah����QR�$J��_op©�ÁjÂÃ)3Ä6>?¯Å67-P_
+�h8
ZÆ�cd<�ÇO)È t_ÉÊ©MN)Ë t_�'c=d�ef
'[@
�DÌÍ�Ht_z`jÎÏ)}_vÐjÑÒ7hÓ)h�
c�Ô[CHÕÖ�)
$J7+��×�©Ô[CØ�@�Ùj_z`H»Ú`7+&BAÛ�<Ü
��×�H
IJ7+����QRjÝ¾Þß)*_+�hà³�ÑÒt_vj�áâ)},-
�-P_®

• ã,-häåtæ�~çjèé«�8
ZÆ�cd<�ÇO)>êz`)}_+�h
§±²ë�DÌÍ�t_)ahV�Gì�ëí)îït_ðïñ)È t_2Ô[C
Ø�@ò�óÛ[Côõ�ö��÷ø`7-È��_��}MNbùúhÔ[CØ�@
MNyñSHûü>?ýþ7-QRDÌHÍ�t_ {|)},-P_®

• �+h¿À�������©����QR�$J��_�KBMN	OahÉÊH
È�}P¼�opj3Ä67-P_+�h8
ZÆ�cd<�ÇOë)È t_ÉÊ©
MNjÖ�}�}� },-�-P_®

6Copyright�©�2016�Cyber�Defense�Institute,�Inc.�All�rights�reserved.

X¼�2�������	�
S��)*+,-�./01b½¾y

b�'c=d�ef
'[@� g`7-hijk)]^_lmnop�q>H
rstuvwxy

z�{|}./)~�t_+�hijk���������������
��`7-h��}��)TP-V���H���TT��$J7-�^_
���	�
Hrs7-����+��

• �)h34567+89
�:;�<�=>?�@ABC
DEFGHIJ7+KLBMN	OHJP+QRj
ÂÝ7-P_jhz�{|}KLBMN	OjÈtMN©�Ê
���aI	�*_
�H�7_z`aÏ7P®

• z�H���) �t_)ah����H�T`��7-7�|
��H¶Tb�Ñ�j3Py��A��)È t_�@ABCñH
��t_z`�*_®V�+�h��Aò����������
j�x)3�,-�-P_®

• �)h34567+89
�:;�<�=>?�@ABC
DEFGHIJ7+KLBMN	OHJP+QRj
ÂÝ7-P_jhz�{|}KLBMN	OjÈtMN©�Ê
���aI	�*_
�H�7_z`aÏ7P®

• z�H���) �t_)ah����H�T`��7-7�|
��H¶Tb�Ñ�j3Py��A��)È t_�@ABCñH
��t_z`�*_®V�+�h��Aò����������
j�x)3�,-�-P_®



7

234567+89
�:;�<�=>?
�@ABCDEFGHIJ7+KLBMN	O
HJP+QRS)TP-

CZ[@ 

8Copyright�©�2016�Cyber�Defense�Institute,�Inc.�All�rights�reserved.

234567+89
�:;�<�=>?�@ABCDEFGH
IJ7+KLBMN	OHJP+QRS

• 2016�1�29�h���Cf
�9�@M!;g"ah#$)~7-
��=%&�9@M'�KBMN	O�()jÂÝ7-P_`*	
+,7+®
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https://www.carbonblack.com/2016/03/25/threat-
alert-powerware-new-ransomware-written-in-
powershell-targets-organizations-via-microsoft-
word/

http://www.microsoft.com/security/portal/threat/e
ncyclopedia/entry.aspx?name=RANSOM:POWE
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https://www.fireeye.com/blog/threat-research/2016/04/ghosts_in_the_endpoi.html
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http://www.ukrenergo.energy.gov.ua/Pages/ua/DetailsNew.aspx?nID=2233
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Attention!�Changed�the�date�of�the�
public�debate�ECO�Plan�of�Ukraine�
for�2016�2025
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Attention!�This�document�was�created�in�a�newer�version�of�Microsoft�
Office.�Macros�are�needed�to�display�the�contents�of�the�document.
Attention!�This�document�was�created�in�a�newer�version�of�Microsoft�
Office.�Macros�are�needed�to�display�the�contents�of�the�document.
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• analyzeMF

NTFS�G�=<�ÇOwxMFT��G�=HÍþt_��=®
nalyzeMFT
https://github.com/dkovar/analyzeMFT

• CDIR Collector
Windowswx¨���cH��t_+��p�B
9��ñH�J7+��=-[C®

CDIR Collector
https://github.com/CyberDefenseInstitute/CDIR

• Event Log Explorer
M��=8
ZÆ�c��µ
CMN�¼½ýþ©hÔ[CØ�@ò�¯°�8
ZÆ�c��µ
CMN
Hû¬èé��_��=®

Event Log Explorer™ for Windows event log management
http://eventlogxp.com

• Log Parser
����}MN�¬wx·�}��H:�7h�����H��1t_��=®�æ�7©ExcelJ�
��c�1?t_}�h��}MNýþH��t_®

Log Parser 2.2
http://www.microsoft.com/download/en/details.aspx?id=24659

• Log Parser Lizard
ò��Log Parse HGUI ���_{|)t_��=®

Lizard Labs
http://www.lizard-labs.net
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• FTK Imager Lite
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FTK Imager Lite http://accessdata.com/product-download/digital-forensics/
• triage-ir

Windows<�ÇO�9=0�&�QRÉÊñ�äå)·�`}_��H§��ût_��=®
triage-ir https://code.google.com/p/triage-ir/

• RTIR
Request Tracker for Incident Response ��®�
<�
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N)´_Ø�@�M�H¿�6t_
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RTIR: RT for Incident Response https://www.bestpractical.com/rtir/
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• Belkasoft Live RAM Capturer

32/64 bit)V�¢�~�7+� ���A(
B��=
https://belkasoft.com/ram-capturer

• HBGary Responder Professional
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Digital DNA http://www.countertack.com/countertack-technology-digital-dna
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• Magnet RAM Capture
#é��A�.$B%$©h��c�&'>?Íþj��_�A���=®

Acquiring Memory with Magnet RAM Capture
http://www.magnetforensics.com/acquiring-memory-with-magnet-ram-capture/

• MoonSols Windows Memory Toolkit
��A���©Ä(HDEt_+�)·�}tæ-�)�Ç�AÇ�H"*��=®

MoonSols Windows Memory Toolkit
http://www.moonsols.com/windows-memory-toolkit/

• Redline
Mandiant"){,-¢ÑdÚ���-P_�A���=®l"�¢Ñ��-P_Memoryze`P|Íþ
��=�GUI�M
Ci
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Redline ®
https://www.mandiant.com/resources/download/redline

• Rekall
GooglejÚ�7-P_p�B
9�����AÍþ�f�OØ�@

http://www.rekall-forensic.com/
• Volatility Framework

p�B
9�����A�ef
'[@��=®BM-����¤
}�+��}45�Nwhg,)
{,-��}B	N�
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volatility An advanced memory forensics framework
http://code.google.com/p/volatility/
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• Magnet Acquire

Magnet Forensics"j¢Ñ>?Ú�7-P_�9�C�e
�-é��c���Ht_��=®�ì�
*¹}jxhRooting )~�7-P_®

Magnet Acquire
https://www.magnetforensics.com/magnet-acquire/



28

XY��)TP-

CZ[@.

29Copyright�©�2016�Cyber�Defense�Institute,�Inc.�All�rights�reserved.

XY��)TP-

• ä�/0�;wHxytæ�hWG�
�>?m´t_g1
¤�1-H�º-P�+P®

– Ô[CØ�@�ef
'[@

– M2M2IoTb�9�C��c�ñy

– ���=����



30Copyright�©�2016�Cyber�Defense�Institute,�Inc.�All�rights�reserved.

�ëì)mt_n3ü

"#$%bToshio NAWAy
��������
�� !

}4é�2ò5ýþ6

Email: nawa@cyberdefense.jp
SNS: about.nawa.to
Tel: 03-3242-8700

Office: www.cyberdefense.jp
Response Team: www.cirt.jp


