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- https://helpx.adobe.com/jp/photoshop/usi
ng/content-aware-patch-move.html
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ng/content-aware-fill.html
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Gajanan K.Birajdar Vijay H.Mankar Digital image forgery detection using passive techniques: A survey
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- Hany Farid:

Image Forgery Detection — A survey.
IEEE Signal Processing Magazine, 26(2):16-25, 2009.
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Digital image forgery detection using
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- Active Image Forgery Detection
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H. Farid, “Exposing digital forgeries from JPEG ghosts,” IEEE Trans.
Inf. Forensics Secur,, vol. 4, no. 1, 2009, pp. 154-160.
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Error Level Analysis
R (From Wikipedia)
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A. Swaminathan, M. Wu, and K. J. R. Liu, Nonintrusive component forensics of visual sensors using output images,
IEEE Trans. Inf. Forensics and Secur., vol. 2, no. 1, 2007
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Original Tampered Image Detection Result

Source: CASIA TIDE V2.0 ., v »
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Perform detection using ; :

JPEG’s Quantization Noise,
Re-Interpolation
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1 var (D) var (D))
Create Principal Vector -‘--.:1% |
2D-Cross Product ] p= var(DQ)
1 ; ~— | var(DI)
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A Comparison between enhanced detection result
(right) and non-enhanced results (left)
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Source: CASIA TIDE V2.0

Note.

| = Interpolation based detection technique

Q = JPEG’s Quantization & Compression noise based techniques
N = Image Noise Estimation technique
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Source: CASIA TIDE V2.0

Note.

| = Interpolation based detection technique

Q = JPEG’s Quantization & Compression noise based fechniques FAILED
N = Image Noise Estimation technique
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- Copy&Move Forgery (CMF)
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Input
(Digital Image)

h 4

Preprocessing

»
»

Keypoint detection
(optional)

) 4
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Feature Extraction

v

Matching

v

False matches Removal

v

Localization
(Visualization)

v

Results Quality Enhancement/
Optimization (optional)

}

Output
(Detection results)
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Feature Extraction
(methods classification)

v

Transformation-based

v

v

v

v

Local Binary

Keypoint-based

Histogram-based

Techniques Hashing Pattern (LBP)-based Techniques Techniques
Techniques
c.g., c.g., h‘ﬁ c.g.,
v v v - Coherency - LBP - Histogram of
Frequency Wavelet Polar Sensitive - Center Sz; ETC. Oriented
Hashing Symmetric Gradient (HOG)
e.g, e.g., &g, (CSH) LBP e.g. €8 - Histogram of
- FT/FFT -DWT - Polar Cosine - Loc.a.hty- (CSLBP) - SIEFT - SURF Oriented
- FMT -SWT Transform (PCT) Sensitive -SVD = -KAZE :
-DCT - Polar Coordinate Hashing coefficient 0 ST - MiniEigen Gabor Magnitude
Transform (LSH) of LBP E 113 pancn (HOGM)
- Polar Complex -
Exponential - Mirror-
Transform SIFT
(PCET) - Binarized
SIFT l
h 4 A 4 - ASIFT
Color/Intensity-based ETC. Statistical moments
Techniques & Moment
Invariants
c.g., e.g.,
- Color Feature - Gray level cooccurrence -8 X
- Auto Color Correlogram matrix (GLCM) - Zernike moments
- Color moment - Halftoning-based Block - PCFT moments
- Local contrast Truncation = Hu Smoment
- Weber Local Descriptor Coding (HBTC) Invariants

(WLD)
- Multi-Level Dense Descriptor
(MLDD)

- Locality Preserving Projection

(LPP)

- HGP-2 descriptor

- Exponent moments
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R (Keypoint detection and Feature extraction)
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- Laplacian of Gaussian (LoG)
Difference of Gaussian (DoG)
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R Feature Extraction
- ZHz (¥H) - MlER - ILKHE/)) DIk
Y1 > Z#a (Polar Cosine Transform)
- Fourier-MellinZ it
- EiEFourierZit (FFT)
-EEDIT—J LY ME# (SWT)
- BE Y1 > Z# (DCT)

AN R[] =Tix

-FMT&DTE@HMTEkH5L
NV S g E#ERVWCHHEZE
N.Krawetz: Perceptual Hash (Ave. Hashi}&)
X.BI: Coherency Sensitive Hash
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- Local Binary Pattern (LBP)
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SIFT

R (Scale-Invariant Feature Transform)
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R Difference of Gaussian (DoG)
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SURF
R (Speeded-Up Robust Features)
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Gray-Level Co-Occurrence Matrix
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histogram of oriented gradient (HOG),
hist. of oriented Gabor magnitude (HOGM) .
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