Ibrmtion Security Laboratery

Q| #emzim
aus  IDFTAMBRISHS 2019 7H1H

IDFI AM B RIS B DFENIRRT

HREBHRKEY M /N\—EFxa)TAF
4 R|3—XCysecE HILNZLT

R YN L e T e
@ ERKRK B— 0y \Q

r.sasaki@mail.dendai.ac.jp —~

R

1. [ELHIZ
2. IDFT AMMBRID B RELTOAMEBERES
(1) REEH#KFECYSecA—ATOHEB
(2) DFEFEFMEERE
(3) DFa>TARM{EEF,. AALRFEELIYEKXRTE)
3. IDFELTDO AMBRGEED
(1) IDFEEEZ(SHEFEoM)
(2) DFEKHIE ({EEF)
4. HFHYIZ

b 4




HFROYAN-tF1UF HiS TR BEDIRR \

NISC

o YAN\-WEBOBZBHOSENELEC, YAN—VF1T(RGE- V- AOFEBLEFHOTHD, HAROYA Nt
Fa2U74Hi5(F20184E(C1,530E FILIGEL. 20224E(C(F2, 300 RILICE ZEFRISN TLWS, BItk(CHA
OYAN -t F2)57THimELE 2 BUTVS,

o — AT, HRICBIEZHNEOUF 27 RGE S 17 (IR HENOIRINEDZENA SRS, FIo, HATRIZAD
NERTPHEOS ABHRNTVS,

#REEFROYAN—EF2VFHIETF R

VT MESROMIEMNHIES 17 (20165F)
108K I
200 s e —— 16%
s0 198 - : 9 L 23157 (BtoC) - 437 40.0%
50 1.0%
= o 201 — - oo G=bDzAtzdal)Ta— l N sus “ B6% 7%
E*;) 0% 10% 20% 30% 40% 50% 60% 70% B0% 90% 100%
(10f8MH
o ——— w4 o¥ER CBMR 2O
i I I I I I I I I (£#8) AT DA/~ E20F8 (JETRO
200 https://www.jetro.go.jp/biz/areareports/2018/1fb2ecd606c590e5. html
011 2012 2013 014 20185 2016 2017 (T.I’:GE!..I
B —— https://www.nisc.go.jp/conference/cs/kenkyu/dai
Wp e S o A BEoreeporta 2016/ fedecS08cE008S 09/pdt/09shiryou02.pdf 6
3
— ——— o gl
HEDODELX1)T4hi5(2018FE)
12
1=
(a) GDP# (b) 2T (b) ./ (a)
iz
1, 530{EKFJL *
® tHFE 8474 ! e 0.17%
KE 1 (g15%m)
@ B&X 497 JkH P 0. 20%
VAO) 5. 9% 6. 7%

# IMFE#RELY

1KJL100MHTEE

* https://www.nisc.go.jp/active/kihon/pdf/pubcom_kenkyu-torikumi.pdf % 4

R—R(Z{ERK




X)) TAAMDARRE

HEAE (34.7HA)

Bkt U EE (26.55 M) y Nl

8.2

B HEH HA
(Fetadn D) (BT hARE)
(10.6/5.1) (15.95 1)

http://www.ipa.go.jp/files/000040646.pdf f
2014F7HDREE N 'i(}
GF) 2012FDR/EE/T(E. 2.2 ADAE a4
http://www.ipa.go.jp/security/fy23/reports/jinzai/

R

1. [XCHIZ
2. I DFAMBRAHESELTO AMBE BKEED
(1) EEE#KFCySeca—RATODHE
(2) DFEFSEFMEERE
(3) DFA>TARM{EEF,. AALRFEELIYREKXRTE)
3. IDFELTDO AMBREED
(1) IDFEEEZ(SEFEoM)
(2) DFEKHIRE ({EEF)
4. HHYIZ

b 4




R

ERAFRFRIZEITS

-t T4%8

XREEEAMBRDOE=OHDHE ARZVLEBLKER
J055 L1101 DT THREYA/\—tXa)T4%F
HRO—X 1 ELTEA, 201 5F LY RE—, T4 -
ALY IIE6DDFEB D10, dRITHHEAN204.
RKEFRE20LFZE (ERIIHEAITEIZZOALLE)

(1Y A/\—txaToE R

()Y AN—TAITVRAEREKEE

@)X )T44oTIOIVREDE - GIE- %
(4)TIORIL-THLIDYD

BIEHMEF L) TAIROAVMEANF VR £
(6) ¥ a7 AT LG -FF |

https://cysec.dendai.ac.jp/

CySecd—RADZFAHMDHETS

I T

2015
2016 36 20 36
2017 38 17 55

2018 35 14 49




TR TALDOYID)

EZMNEZF TS, . BEATIEITHNT
SN DB DESE

(TR TV AF(EXR ERK)
(2)IN—FTARID¥EE&E. T7AIVRTLGLEREE ER)
()AL 2Ty DT=6bDOS. Windows (FZHpEE _L[R)
(4) 4Ly EE D ERE (FRONTEO EFil)

(5) 4Ly E%E - T—31R 2 (FRONTEO E7If)
(6)7ALrUy % -T—21ETT(b—TY BE)
(7)7AL OV DEE -T2 i1 (b—<Y B/&)

(8) TAL Uy E% - T—42#E472 (FRONTEO  B7I) @

(9) EREDESE (BE. ki)

9

TORNTHLUDYID

(10) RYRT—0T74L vy (HEE,. RILDIT,
OgOmYA) (BX /\1E)

(11) LEEDEE (BEX /\1E)
(12) KRR FRIZEITAHDFD A iE

FEREALN (F—=Y BE)
(13) KRG HRIZHITADFD A L2

FIEEEt., e-Discovery (FRONTEO E7I5f)
(14)RZUToo—&EEERIG (FELST #BE)
(15)TIRIL-TALoovIDESHDODER(EX E4XK)

SMAHELECIRETLZEIZERRE

FRNEEEMRESR i




201 5FEENERE

« 2015FENZEEHIS548 (IEA38%. FE164)

o EX2)T/DEMARHISZLY

- RETEDIENERT. hEdE. EREHoD
SMELLD

o PUr—MERIZLBEDFO—RADFHEREESY

11

Tr—hER

HBMmE #HEADSE | PEOSM
(5iMR) (S=dsR)

Fk B EEDELED 4, 52 3. 83
BROABICEICI DERBVNETH 4., 38 3. 94
RAIHROFPVENHE BC DD &N 4. 34 4. 17
Tt ieh

BRANICRTHETCEDIBDOTCLEY 4. 59 4, 00
COBREHICICEOTHULIETS 2. 85 3. 295
HOTLIED

—MICHEEEESVEE SO TS
Fcas A ADmEE S
HBALCEDOPOPEOL FECIEODRE UL .

12




ZTDREROWE

1. 201654E-2017%%

(1) [5728IL - IAL 2w iEE] % 1[0IHhVS 2 [0,
(2) [EINAILIAL 2w OB,

(3) MAERBIIRICHSITSD FdAE] @20 1[01C,
(4) [>—5f#r] O 2[@% 1[6lc,

2. 2018
(1) 1[HIED9097a1 0053 (c, 15[l 1 4[],
(2) 28I - TAL V2w D 4 [0l 3 [ol(CEiE,

(3) =8 ALy OdEd] 20055 1 [@)x
[E)\AILDA L 2w UidEE] (C,

HEDEIZASHIEE. J7 AN IALUOYIDES
(NTTT—2DKAEK)ZEBMN

13

RitsaE AR

EEFLREDINGE
B2 XE. RREAXFLEDXE

T2 - ALY
SwOD#FBETIL,
=4 ) LalHilVe R — A
UlctEkERE0EEE

14




Results of student satisfaction
surveys

—

Did your interest in digital forensics | 5.
 Increase during this lecture -~ BT USRS O I

Wasahighlevel of expertise obtained? -~ 42 46 45 45

 Wereyou satisfied with this lecture ? 44 46 4T 46
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(1) R, Sasaki, “Digital Forensics Trends in
Japan”, SADFE 2016 Keynote Speech

(2) R, Sasaki, “Digital Forensics in Japan”,
IWIN 2017 Keynote Speech

(3) R, Sasaki, “Education on Digital Forensics
for Working People and Graduate Students in
Japan” ICT-2019 July, 2019 o
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Model Course Proposed by
Purdue University

Required Courses Electives (Specialized Courses)

Introduction to Digital Forensics Network Forensics

Advanced Digital Forensics Mobile Device Forensics

Research in Digital Forensics File System Forensics
Digital Forensics Capstone Course Anti-Forensics
Thesis or Directed Project Incident Response
Digital Law

Malware Forensics
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Simson L.Garfinkel, “Digital forensics research: The next 10
years” Digital Investigation Volume 7, Supplement, August
2010, Pages S64-S73
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