
Digital Identity in LINE

N a o h i s a  I C H I H A R A
H e a d  o f  C y b e r  S e c u r i t y  D e p t .

L I N E
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N a o h i s a  I C H I H A R A

Global Messaging App “LINE”
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Today’s Talk

Pr ivacy

Eth ics

Ad

Scor ing Discr iminat ion

New EX Compl iance

Data  Bank
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Service

Privacy-By-Design

Data

N I S T  S P  8 0 0 - 6 3 - 3  “ D i g i t a l  I d e n t i t y  G u i d e l i n e s ”
- E n r o l l m e n t  a n d  I d e n t i t y  P r o o f i n g
- A u t h e n t i c a t i o n  a n d  L i f e c y c l e  M a n a g e m e n t
- F e d e r a t i o n  a n d  A s s e r t i o n s

I A L :  I d e n t i t y  A s s u r a n c e  L e v e l  ( 1 ~ 3 )
A A L :  A u t h e n t i c a t i o n  A s s u r a n c e  L e v e l  ( 1 ~ 3 )
FA L :  F e d e r a t i o n  A s s u r a n c e  L e v e l  ( 1 ~ 3 )

N I S T  S P  8 0 0 - 6 3 - 3  “ D i g i t a l  I d e n t i t y  G u i d e l i n e s ”
- E n r o l l m e n t  a n d  I d e n t i t y  P r o o f i n g

“The Identity Proofing User Journey”

A u t h e n t i c a t i o n  A s s u r a n c e  L e v e l

I A L 3

I A L 2

I A L 1
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Identitty
Assurance Level
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C a p t c h a
B i o m e t r i c s  w /  A I
e - K Y C
Vo i c e  R e c o g n i t i o n
H u m a n  R e c o g n i t i o n
S c o r i n g

:

A c c o u n t  H i j a c k
F a k e  A c c o u n t
C a p t c h a  A t t a c k
e - K Y C  A b u s e
D e e p  F a k e
S M S  H i j a c k i n g
D i g i t a l  M o n e y  L a u n d e r i n g
G e n e r a t i v e  A d v e r s a r y  N e t w o r k

:P r i v a c y
M a s s  S u r v e i l l a n c e

D i s c r i m i n a t i o n
H u m a n  R i g h t s  V i o l a t i o n s

:

D i r e c t  H i j a c k
P h i s h i n g

S o c i a l  E n g i n e e r i n g
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A c c o u n t  M o d e l  o f  L I N E
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Hijacked!!

Tanaka
Tanaka

(fake)
Suzuki

Talk to..
scamming..

!!!!!!

(fake!)
Tanaka

ON
H ow  h i j a cke d ?

090-1234-5678

Yutaka

090-1234-5678

Megumi

Yutaka

Sudden Death

(1)Register

(4)Register

(2)Release SIM (3)Purchase SIM

S i d e  E f f e c t s  a n d  I s s u e s

Forget Password
Lost Device
Stole Device
Initialized OS 
Doesn’t have registered SIM
Not registered SIM
Not registered Email, ..Account Recovery Issue

S i d e  E f f e c t s  a n d  I s s u e s
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Account Model Account Lifecycle

User Interface/Interaction

Enrollment
Authentication
Federation

“ S e c u r e - B y - D e s i g n ”  f o r  L I N E  A c c o u n t  
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☺ Anti Account Hijack (Direct hijack)      ☺ Recoverable after Dead Lock      ☺ Anti Reverse Brute-Force Attack

1. New Migration Spec

2. Machine Learning (ML)

Analysis (of Abuser’s behavior) � Develop Block Rule  � Bypassed � Analysis � Develop ..     �

“ S e c u r e - B y - D e s i g n ”  f o r  L I N E  A c c o u n t  

M L  x  S e c u r i t y  ( 1 )
a g a i n s t  S o c i a l  e n g i n e e r e d  

A c c o u n t  H i j a ck
S p a m  i n  L I N E

i n  Ta l k ,  O A ,  T i m e l i n e ,  O p e n  C h a t ,  P r o f i l e ,  N o t e ,  …

Machine Learning (ML)
Analysis (of Spam Contents) �� Develop Block Rule  � Bypassed � Analysis � Develop ..     �
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