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Ex. Data Sovereignty /

[GCO1] EU Directive on Security of Nd

Residency focused
peniiesonmemicely  (Hard Requirements)
UK [GCO03] ENISA Strategies for Incident e cope.

[GC04] ENISA NCSS Good Practice Guide (7)

The
impact of [GCOS5] ENISA Good Practice Guide on Incident Reporting (7)
Brexit to [GCO6] France- The FDPA (128)

be [GCO7] France- The Law for a Digital Republic (113)
[GCO8] France- NIS Act (33)
[GPO1] EU General Data Protection Regulation (GDPR) (99)

clarified

[GPO6] British Columbia’s 1996 Freedom of Information and
Protection of Privacy Act states

[GP07] Nova Scotia's Personal Information International
Disclosure Protection Act

[FS01] OSFI Cyber Security Self Assessment Guidance (89)
[FS02] MFDA cybersecurity framework (5)

[FS04] ECB Cyber Incident Reporting Framework

[C101] Germany- German IT Security Act (11)

[C101] CRTC Act (12)
[€102] Telecommunications Act (7)

M Cybersecurity

GC - General cybersecurity

GP — General privacy protection
FS — Financial Sector

ClI - Critical Infrastructure

DS — Defence & Security

Japan
[GC01] Basic Cybersecurity Act (35)
[GPO1] APPI (88)

[GCO1] FISMA (343)

[GC02] FedRAMP (421)

[GCO3] NIST Cybersecurity
Workforce Framework (4)
[GC04] US SEC Cybersecurity
Examination Initiative Risk Alert
(27)

[GCO5] US Patriot Act

[GCO6] US Rule 41

Security (4)
[FS03] FFIEC Cybersecurity
Assessment Tool (411)

[FS06] US FinCEN Advisory on
Fis obligations on cyber-related
events and crimes (4)

{5
VietrfanfEl, 3

Singapord™ Y M-

Indonesia

Taiwan
[GCO1] Cyber Security Management Act (23)

[FS01] Financial Institution Information System Security Standard
)

(295

[FS03] Financial Institution Computer System Information Security
Assessment Regulation (9)

] P yC Security
Maintenance of Personal Data Files of Non-Public Agencies
Regulation

[C101] Cybersecurity and
Infrastructure Security Agency
Act (6)

“tralia i
v /"

[€102] The Communications Act
of 1934 (714)

India

[FS01] US Federal Banking
Agencies ANPR for enhanced
cyber-security standards (8)
[FS02] FFIEC IT Examination
Handbook - Information

[C103] CALEA (24)

[C104] NIST Framework for
Improving Critical
Infrastructure Cybersecurity (4)

[GCO1] CERT-In Rules

[GC02] SPDI Rules

[C101] Protected System Rules

[GC03] Information Technology (Reasonable Security Practices and

Australia

Compliance works in AU can be really easy or complicated with
different industries

[GPO1]Privacy Act/ Australian Privacy principle
[GCO1]Security of Critical Infrastructure Act 2018
[Cl01]Telecommunications(intercept and Access)

Procedures and Sensitive Personal Data or Information) Rules
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Electronic Discovery Reference Model (EDRM)

B4 Processing

L Identification

Collection

La Production Presentation

VOLUME RELEVANCE
Electronic Discovery Reference Model / @ 2014/ v3.0 / edrm.net

Source : Electronic Discovery Reference Model / EDRM.NET
https://www.edrm.net/frameworks-and-standards/edrm-model/
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Cybercrime Investigation Knowledge Forum

Cybercrime Investigation Knowledge Forum

Any inquiries, please contact : secretariat@cibok.org

https://www.cibok.org/ja/cikf/

Copyright © 2020 Cybercrime Investigation Knowledge Forum ﬂ /6 o
e ._A



