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Cybercrime is borderless

The Internet grants anonymity

Cybercrime disregards geopolitical borders
Crimes span multiple enforcement
jurisdictions

Need for cross-agency collaboration
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Diverse Global Innovative
1500+ FTEs 100+ cities and Early adopters

50+ countries of new technology



7 Microsoft priorities for customer success

PARTNER PRIVACY SECURITY DATA ACCESS OPENNESS Al ETHICS PHILANTHROPY
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Our success is Privacy is a Security at Modernize laws Open data Making sure Al Technology for
YOUr success fundamental the center to protect your and shared is fair and ethical a better world
right of everything information innovation

We are leading the global
fight against cybercriminals

The Microsoft digital crimes unit is

a team of legal and security experts
specialized in taking down botnets

and fighting nation-state hackers




We cooperate with law
enforcement, but we also
stand up to governments
when they overreach

We have stringent requirements for
providing governments with information

We believe that customers
should control their data

We make contractual
commitments on these points

We have a broad commitment
to transparency

Our principles for ethical Al IS

0000

Fairness Reliability Privacy Inclusiveness
and safety and security
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We're investing to bring the

B O AL xseistina & benefits of technology to all
VES &= Green data centers that protect
' the environment
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Rural broadband with TV whitespace

MARKETING

Al for Good

Reskilling and education

Pressure to deliver
greater business impact

Needs of multi- =
generational workforce

Legal

e transformational Employees as
between offices @ \ customers
pressures
Artificial Intelligence and @ Ihformation overloft

Machine Learning
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Set up criminal  Send malicious  Entice victim Victim’s Victim’s data is
Infrastructure messages to click credentials sent to “drop
are stolen account”
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Set up fake domains % Click sendss victim k L= =
or compromise to fake domain Victim inserts -

legitimate ones (spoofed site) credentials into a

Cybercriminals use
fake web form victim's credentials on
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Gather information on

potential victims Or, malware is '
downloaded to Or, use them to gain

victim's device to access to corporate
gather credentials networks and data
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Cybercriminal
poses as CEO
using any of

a variety of
methods (such
as spoofing,
impersonation,
or credential
theft)
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Cybercriminal gains access to
mail account and may monitor
the CEO’s mail to gain additional
information, to increase the
sophistication of the attack and
the likelihood of success

Monitors mail for information on:

+ Relationships

« Common phrases

+ Calendar, business
activities, travel

+ Wire transfers
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Cybercriminal
masquerades
as CEO
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Cybercriminal sends
email that is crafted to
appear as though it's
coming from a trusted
or important position
at work, such as the

victim’s manager, CEO,

CFO, vendor/business
partner, or someone
the person would take
notice of.

@

Victim wires
business payment
to fraudulent
bank account

(> &>

Accounts
Receivable
clerk account

Fraudulent

Victim (e.g. Accounts
Receivable clerk)
wires payment to a
fraudulent bank
account, as directed
by the cybercriminal
masquerading as the
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CEQ, CFO, or
business partner.

Collection email account
Sets mailbox forwarding rules using keywords,
keeping certain email traffic hidden from the CEO
+ Sample keywords: “invoice,” “accounts receivable,”
"funds,” "overdue,” "payroll,” "IBAN"
+ Mails with keywords are forwarded to a
collection email account controlled and
monitored by the cybercriminal
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Risk to civilians from cyber-conflict needs a response

Cyber war

Cybersecurity
events

Disruptions

Conflict

Existing Legal
Frameworks

(Law of Armed Conflict,
Law of Countermeasures, and
other treaties and conventions)

Norms are
needed to
address short-of-
conflict scenarios



A Digital Geneva Convention...

TO PROTECT PEOPLE ONLINE IN TIMES OF PEACE

BINDING
GOVERNMENT TECH SECTOR ATTRIBUTION

AGREEMENTS ACCORDS ORGANIZATION

REDUCING CONFLICT, NOT CONTROLLING CONTENT
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Sample of nation state actors and their activities
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Ransomware Activity

INTELLIGENCE
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MSTI Activity Alert — Human-Operated Ransomware Threat to Healthcare
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Detectioﬂ And Microsoft Security Solutions Area
Response Team (DART) . I

Response Incident Response
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REACTIVE REACTIVE

Our Mission

To respond to security incidents and help

.. Cybersecurity Security and Crisis
our customers become cyber-resilient Operations Service Response Exercise
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M 1 Digital Crimes Unit
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Attacks on machine learning systems
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Poisoning attack  Attacker contaminates the training phase of ML systems to get intended result ERZAEEREEM.
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Maodel stealing Attacker is able to recover the model by constructing careful queries =
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Model inversion  Attacker recovers the secret features used in the model through careful queries SNTVET,
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The full privileges of an
entity in your cloud include
hidden/transitive privileges.
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Internal and external protection across the threat kill chain

Azure Defender & Azure Sentinel
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Leading indicators to sensitive data activity detected
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