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C.K. Chen, Senior Researcher, CyCraft

CyCraft Proprietary and Confidential Information

U.S DolJ: China Wants What We Have

+ U.S. Department of Justice

« U.S. Cybersecurity and Infrastructure
Security Agency

« Awareness Briefing — Chinse Cyber Activity
Targeting Managed Service Provider

+ Made in China 2025

U.S-China Trade War Hobbles China's
Semiconductor Industry Ambitions And Rattles
Stocks

« US-China Trade War

« U.S. restricts sales of critical chip-
manufacturing gear to China.




Taiwan's Importance in the
Semiconductor Landscape

With decades of development, Taiwan has established itself as a leading player in the
semiconductor industry. Some of the well-known leaders include TSMC and MTK

2019 Worldwide IC Company Marketshare by Wafer Capacity at Dec-2018 - by Geographic Region
Headquarters Location hly Installed Capacity in 200mm-equivalents)
- Installed %o
Region Capacity Worldwide

Commtry/Nagion

“Taiwan is set to become the
in the wotld by increasing by 21.1 petcent to reach
> -Taiwan News, July 2019

Large-scale APT attacks on
Semiconductor Industry

Vendors located at the Hsinchu Science Park(HSP) were targeted

Between 2018 and 2019, we discovered several attacks on semiconductor vendors.

Extensive attack: > 8 semiconductor vendors were attacked

After our white paper was published, the received feedback revealed that more than 8
vendors were targeted by the same threat actor.

Not a single point attack, but an attack on the entire industry
surface

The APT on the important vendors were precise and well-coordinated.
Their subsidiaries, and competitors were all targeted.




Group Chimera

A ;v - P> As the activities, attack techniques,
J‘N- VCRAFT and tactics were similar, we believe
this was the work of the same threat
TAIWAN actor ,
HIGH-TECH ECOSYSTEM P> Target: Semiconductor Vendors
TARGETED BY P> Malware: Merged different Open

Source Tools (Dumpert and
FOREIGN APT GROUP Mimikatz . CobaltStrike)

P> C2: C2 hosted in Public Cloud
(Google App Engine, Azure)

P> Goal: Steal Docu ments, Source code,
SDK of chip related projects

CyCraft Proprietary and Confidential Information

9,
¥ 2019.03 I Hacker returns on a
| quarterly basis to
collect new data.
% 2019.06

% 2019.09




& 2019.11, Deploy new weapon SkeletonKey Injector

% 2019.12, Harvest new endpoints
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Disguised Google Chrome APT

THREAT-1
WEWEIL:

P> Cannot be effectively detect by AV
P> In VirusTotal and our own intelligence system
CyberTotal, this malware is unseen by all
vendors
P> C&C Server (Google Cloud Platform )
P> chrome-applatnohp.appspot.com
P> ussdns04.heketwe.com
P> ussdns02.heketwe.com
P> ussdns01.heketwe.com

Appear Date: 2019-11-12 Backdoor: CobaltStrike Overwrite GoogleUpdate

No CTI/VT Information Discovered in 3+ Comapny RAT - Command & Control




Customize Probing Tools &
Backdoor

THREAT-2

P MD5
P> A8559¢4bcd299125036583febela53fb

P> We thought baseClient.exe in our
public report was a network probing
tool

P> It's actually Winnti backdoor

Appear Date: 2019-11-12 Unknow Source, Maybe Develop by Attackers

No information in VirusTotal/CTI Discover in 3+ HSPB Company Discovery * Recon

tHReat-3» Powerful Credential Hacking Tool

P> File name (DLL Hijacking)
P C\Windows\d3d11.dll
P> C:\Windows\wlanapi.dll

P> Malware analysis

P> Some code is copied from Dumpert
https://github.com/outflanknl/Dumpert
P> Weaponize with Skeleton-Key functions -
source code from mimikatz
P> Infect and modify LSASS KDC service in DC,
implant NTLM hash
e bd1558807bc500596758364919068dbe

Modified LSASS Memory to implant Skeleton key - any account could login with the pw!
Appear Date: 2019-11-12 Hacker Develop - From Mimikatz & Dumpert Only Target DC Server

New malware, 0 in VirusTotal Discover in 2 IC Design Vendors Lateral Movement - Persistence




THREAT-4» The Same Backdoor as CCleaner Attack

P> File name
sew'ig?gms 1. DLL Side Loading P> wibsctrldll
P> 6376a3469c9fb1bb8326e7af734e01d1
ﬁ;:;:::c D Modied P> Malware analysis
e o P> Inserting tiny malign code into benign
software

P> non-continuous
P> Indirect call to memory allocation APIs

. o P> Multiple method to hide/get C2
S8 1, hardcoded C2 1P - 31,3,230.12
Dynamic EXE N % 2.2 in registry address

~
Module 4 3.C2 1P in Abused GitHub

wibsctrl.dll

Appear Date: 2020-10-08 Hacker Develop - Same backdoor in CCleaner Supply Chain Attack

Persistence + Command and

Trick to confuse Anti-Virus Discoverin 1 Vendors Control

APT 41 Targeting Taiwan Critical
Infrastructure

- Significant attack to energy  + CPC - Taiwan Chinese
sector. Halt down the service  Petroleum Company
of many gas stations.

7 WANTED
2) BY THE FBI

APT 41 GROUP




1 Ransomware? No! It's
S——. JUst @ smokescreen

write vz email To restore

TIME, We found the other variant in VirusTotal,
which doesn’t leave decryption message
Not delete shadow volume, leave chance
for recovery.

Launch attack just before TW
presidential inauguration.

Remnant Evident: Malware

« Before our IR service, 2020-04-27 01:39:23
most endpoints are
already reinstalled.

* Keep the crime scene is
quite important.

2020-04-29 02:19:24

Discover identical malware

and C2 as describing in

public report
64.64.234.24
104.233.224.227




MIS312_NB
2020-04-26 23:48:31

Hackers already lurk in the domain .
with high privilege, until 4/26 that 2020-04-% 231900
haCkerS diSpatCh malware to adminls .‘{',"'-PI'O[]IHI"H Files (x86)\Drophox\Update\DropboxUpdate exe

endpoint via schedule task. e

- BExecute qwins5.exe and dewm.exe C:\Windows\System32\wsqmcons exe

2020-04-27 00:04:20

. C:\Windows\System32\cmd exe

CYCARRIER _ .

cvcanmiEn F . i . 2020-04-26 23:46:37
-t 2 2020-04-24 08.38:27 C\Users\Public\dewm exe
C:\Windows\Systerm32\svchost exe

3
wmd.exe
md.ex A
2020-04-26 23:54:08
C:\Windows\System32\cmd exe
2020-04-27 00:00:45
>\Users\Public\qwins5.exe

2020-04-27 00:06:24
C\Windows\Systema2icmd exe

MIS201_NB
2020-04-27 01:01:39

Install Malware CDPSSVC.DLL

2090-04-27 01:35:26
CoWfindowsiSystema2ireg.exe

C: \WINDOWS\system32\cmd.exe /C C:\WINDOWS\system32\install.bat

reg add "HKLM\SYSTEM\CurrentControlSet\Services\CDPSsvc\Parameters" /v "ServiceDll" /t REG_EXPAND Sz /d
"c:\windows\system32\\cdpssvc.dll" /f

C:\WINDOWS\system32\cmd.exe /C del c:\users\public\gwinsproxybyp.dll

sc create "CDPSsvc" binPath= "C:\WINDOWS\system32\svchost.exe -k CDPSsvc" type= share start= auto error= ignore
DisplayName= "Connected Devices Platform Service"

C: \WINDOWS\system32\cmd.exe /C del c:\windows\system32\normnfa.nls




5/4~5 — Launch the Ransomware
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Incident Timeline

4/26 4/27 4/28 4/29 4/30 5/1

5/2

First observed 1st round Hacker's 2ND round Hacker's Labor day

Hacker backdoor backdoor N
activity install day off install dayioiiaN TW Holiday

2k 54 [\ RSN 5/ 5/7 5/8 5/9

: i | Reinstall
Weekend CO;Te‘g';?m' Cosrzg';"’m' Systems Reinstall Reinstall
I I Systems  Systems

Weekend

Hacker Chonch
unghwa
prepare to Telecom
attack Incident

Notification

5/10 5/11 5/12 5/13 5/14 5/15
Report
from MJIB




CYBERTOTAL

CyberTotal Graph
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PATH GROUF 3

Al Auto Reasoning for Threat
Actor and Source

Operation Cloud Hopper Indicators of Compromise
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