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By Tribune news services - Contact Reporter

Los Angeles hospital paid a ransom of about $17,000 to hackers who infiltrated and
disabled its computer network because paving was in the best interest of the

= | t i S th e b e gi n n i n g Of a p a n d e m i C h itti n g h e a |th SySte m S hospital and the most efficient way to solve the problem, the medical center’s chief
. 77 exeenutive sald Wednesday.
In the next few years.

Larry Whiteside, Jr. (CEO, Whiteside Security LLC)
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Mortality

Across all trusts, compared to the baseline week, there was no
significant difference in the number of deaths in A&E. There was
also no significant difference in deaths in A&E between infected

and non-infected trust (0 deaths (—0.1 to 0.1).

Table 1. National activity counts in the weeks before, during, and after WannaCry

Week Total
2 =1 WannaCry week +1 +2 April-June

Total admissions  #a ABEEX 273,727 303,386 297,840 302,986 265,193 3,755,086
Emergency admissio SR AT 142,485 145,178 144,492 146,547 140,759 1,854,462
Elective admissions T iEAPE 131,242 158,208 153,348 156,439 124,434 1,900,624
Day case admissions B & 1) ABE 108,395 130,281 126,141 128,613 102,994 1,565,867
Elective admissions JHLL EFE AP 22,847 27,927 27,207 27,826 21,440 334,757
A&E attendances JNBARZEIZE 373,542 374,710 365,833 371,676 375,949 4,806,543
Deaths in A&E MBNRIFETE 340 360 310 303 339 4218
Outpatient appointmP 3 F#J24 1,878,032 2,323,146 2,272,223 2,272,220 1,704,802 27,449,176
Outpatient attendan\E 5 22E £ 1,485,163 1,836,566 1,779,498 1,786,203 1,336,314 21,539,339y
Outpatient cancellatiZZ & F ¥ > JL£{ 132,541 164,408 175,552 163,215 126,517 2,050,357

A&E accident and emergency

Source: S Ghafur, et al. NPJ Digit Med 2019;2:98. g"%‘,.;:j;nf"?
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Table 2.  Activity before, during, and after WannaCry across all trusts

BARE BEAKR FEAKR BRY  LREME  MENAE HEAE Sk Sk SkEr v

INE: FEAR  EPH REHK T #9% FHE ST ¢

Panel A: Point estimates and confidence intervals of difference in average daily activity per hospital in the weeks before, during, and after WannaCry across all trusts compared to baseline period

~2 5.5 3 3.5 4.3 0.6 84 0 46 44,6 ~36
[1.9,9.0] [2.1,3.8] [0.4, 6.6] [1.6, 7.0 [=0.2, 1.3] [6.3, 10.4] [-0.0, 0.1] [2.7, 89.3] [11.5, 772.7] [=10.6, 3.4]
= 4.8 1.6 4.1 36 0.8 5.1 0 709 68.9 =3.5
[1.4, 8.3] [0.7, 24] [1.1, 7.0] [1.1, 6.2] [0.1, 1.5] [3:1, 7.2] [0.0, 0.1] [283, 1134] [36.4, 101.3] [—10.3, 3.4]
WannaCry week 0.2 1.1 -0.3 -0.5 0.2 32 0 26.3 21.1 44
[-3.3, 3.7] [0.2,1.9] [—3.3, 2.8] [=3.0, 2.1} [-0.5, 0.9] [=53,—1.2] [-0.0, 0.0] [-16.3, 68.9] [—11.4, 53.6] [—-2.5,11.2]
1 4.4 26 25 2.1 0.7 23 0 343 323 -4.2
[1.0, 7.9] [1.8, 3.5] [=05,5.5] [-0.5, 4.6] [0.0, 1.4] [0.2, 4.3] [-0.1, 0.0 [-8.2, 769] [-0.2, 64.8] =111, 2.7]
+2 ~04 1.7 =23 -=1.6 -0.8 106 0 =933 —~74.8 ~B8.6
[—3.9, 3.1] [0.8, 2.5] [-5.4, 0.8] [—4.2, 1.1] [—1.5, —-0:1] [8.6, 12.7] [-0.0, 0.1] [-136.8, —49.9] [—-108.0, —41.6] [-15.6, —1.6]
N 17,882 17,299 15,790 13,096 15,070 13,832 13,832 17,114 17,114 17,114
Mean per trust per day 210 107.2 1204 1196 222 3475 03 1603.9 1258.6 119.8
Panel B: Expected national activity during with and without WannaCry
Predicted activity 7 AIE 296,718.9 143,798 151,903.5 126,568 26,964.8 365,833 310 2,285,402.3 1,790,122.8 176,435.8
PrecWannaCrybi‘y‘; Ly 296,449.1 142,3794 152,208 127,0384 26,765.1 369,256.9 320.6 2,250,567.3 1,762,225.9 170,669.2
Simiar 1B ED TAE
Estimated difference 7= 269.8 14186 304.5 4704 199.6 34239 10.6 34,8349 27,8968 5766.6
[-4489, [317.3, 2519.9] [-3996.6, [—3097, [-611.8, 1011.1] [-55923, [—48, 26.8] [=21525.2, [-15100.2, [-3316.6,
5028.7] 3387.6) 2156.2] —1255.5) 91195.1] 70893.9] 14849.9]

Panel A: The dependent variable is activity per trust per day. Point estimates reflect the average difference in daily activity across all hospitals in weeks before, during, and after WannaCry compared to the
baseline, which is any other day between 1 April and 30 June 2017. Regression controls for day of week, bank holiday, and hospital fixed effects. 95% confidence intervals in squared brackets. Panel B: Expected
activity is the predicted activity from the regression

A&E accident and emergency Source: S Ghafur, et al. NPJ Digit Med 2019;2:98.
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Table 3.

R L 7R O EBE T IC L 2ANBRDSET

Estimated impact of WannaCry on total activity during the WannaCry week

Source: S Ghafur, et al. NPJ Digit Med 2019;2:98.

At actually infected trust

R R B D SRR

If all trusts were i C DIFFE AR L 7155

Activity difference

Costed difference

Activity difference

Costed difference

Total admissions %’5}\];5%@

Emergency admi 2 BAR

e
Elective admissioliA

BIEY AT

Day case admnssm. [

LR LEFEAR

Elective admissions excl. day cases

RN
A&E attendances

B ARIE T

OQutpatient appointmants

A TFHIE
Outpatient anenuﬂ;’éﬁ %j}j{
Outpatient cancef\ 3 & & > 7 JLZX

Total financial lm%/ﬁﬂgiégi@ég‘l'

-2935.6
[-5067.2, —803.9]
—1066
[=1558.5, =573.5]
~2175.6
[—3815.9, —535.3]
—~1857.7
[—3038.6, —676.7]
315.8

[-676.6, 45.1]
3760.2

[—4781.7, —2738.7]

33288

[—21,730.7, 28,388.3]
-12,166.8
[-31,562.4, 7228.8]
13,5344

[9453.3, 17,615.4]

~f40m B/EM
(—£66m, —£1.5m]
—£2.1m
(—£3.1m, —£1.1m]
—£19m
[—£3.5m, —£0.3m]
—£12m

[-£2.0m, —£0.4 m]
£0.7m
[£1.5m, £0.1 m]

£206m 11EH
(-£0.8m, —£0.4 m]
£0.2m
[~£23m, £26 m]
—£1.2m
[~£3.1m, £0.7 m]
£13m  2{(8H
(£0.9m, £1.7m]
£59m 9’% M
[~£82m, —£3.6m]

17,562.1
[-30,314.8, —4809.3]
—~6386.6
[=9337.1, —3436.1]
~13,162.2
[—-23,086.1,

-11,016.4
[-18,019.6, —4013.1]
1907.7

—3238.3]

[—4087.9, 272.4]

20,648.6
[—26,224.6, —15,072.6]
9303.7

[—140,860.5, 159,467.9]
71,860.0

[-186,415.1, 42,695.2]

78,962

[54,791.4, 103,132.6]

—£24 m

[-£393m, —£88m

—£126m

[-£184m, —£6.8m]

—£11.5m

[-£20.9m, —£2.0m]

—£7.2m

[-£11.8m, —£2.6 m]
£42m

[-£9.1m, £0.6 m]
£33 m

[-£41m, —£24m)]

£09. m

[-£13.7 m, £15.5m]
£70m

[-£182m, £42m

£7.7m

[£5.3m, £10.1 m]
£350m b0EM
[—£488m, —£21.2m]
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