IDF Bid=& T8m - T—EXARSUR K]
Ron - T—ERARBEH 51 1. =& - URLE\EH S

CDUZNIE IDF AiA=ERFET!) X MEH (BF) ZHFZEINREEN S DRMHIE
Bz IDF ADARIBTEEHEL TLEIN, BEHEZFEINLVEERREDEES - &
FIFEHELTHEY XA
X5 : OHm(\—F VIMERGE(TAL I IICEET SR m
QIALVIYIREE
a PC-—N\%E, b XyhDJ—IOMERE. c EFEFE- AV—hTxY
d EFT/NI1RE. e ZOM
@IFPAL-TALVIWY  @fFRehxiB-IATIVTA2T ©GeT 4 XA\
OL—=2T - A\MBR ORvhI—0ER-EHE ®@F—5UANU—,
OFRRERE - REEREE O N\—A YT UREEOAL VI v IEED)IE
OR)Y—-FRBEEIE (CSIRTZDOM) QT IIEE- BRREUEY —ILE
BF DAt

X Ham - P—EZXARZUAFDRBIE. FHOBEICS VW TITRMUBVERTERVET,

IDFEItA{ESRS H—EZXX% FERMT

-BEIALIDYIY—IY
-Lit i view XAMINER
ATHRIgEREHL E1—Y—=)b

D. @- -MSAB Offife(XRY/XAMN)
ab.cd.G TN IimART — I - By —IU
TR =N -UltraBlock

. @.6.©®.0®. |FAHHLEEE fit

MacOS k7T —%#H - f#iry —)U
https://legal.fronteo.com/ (BERLRRE |- T+ VI IFEN —— 249 I—2)
*KIBIT Communication Meter
ANLHIgeREE XA—IL&Fvvh BEHEY—I
) -KIBIT Knowledge Probe
ATHREEEH T — Y DBV AT L
IALVIYIORBET—EX

-eDiscovery —E'X

J)1—3

KAt NTT 7—% AN —teFa2)FITINTaT
https://www.nttdata.com/jp/ja/ -OJBRIRR 7 EZZAX U



https://legal.fronteo.com/

IDFEItk{ESR#

H—ERXXD

FERLF

RSt vo

https://www.lac.co.jp/

@2-a.3.®.
@.09.0. O

-BRENHT—E R4 /N—119]

XX —IREDR HT—E'R

SvotF a1 )TATPHTFI— FTIYI-TALIY
WO 1—2R

-JSOC ¥R—IR-tzxa1 )T v - H—ER(MSS)
ERBAVVF T VIO —ER

- APT W EE M MEAREE (FRRVBY IR BRI T A )
X1 T 1220k

XTI TIVTAT

J1—Fv—tFa7o147
H“AStt

https://www.dit.co.jp/

®\ @‘a,b,d\
3. ®.@D. ®.
9.0.@

- DAL DD Y—)b(X-WaysForensics) B AEER
HEFRE&RUARIESE

A 1—9TA4LIYOT—ER

ARSI —ER

XU ITITA T —ER

fEHEIENIN IR —E X

-EDR & (CrowdStrike, FortiEDR)

FEE IR (CyberArk, SSH)

-2 7RtE+1")7 1 (Forcepoint)

¥ 27T« WERE R (Fortinet)

X INTFABRE LN DT &TAYIITY
Zal—23(KnowBe4)

BRASHA—IBRVATL
https://www.oakis.co.jp/

O.@

YN —=D DAL DO —N
['NetEvidence AxJDERGT - BIF

KAt —o—FvR
https://www.pckids.co.jp/

@\ ®‘a,d\ @\
®.9

19 TALUDYIRE
RYRT—=0-TAL DY UBRImERSS
F—FUHINIH—ER
RREV—=23D7 B
TDMTIZIVT—FICEAT BT —ER

Al T —9H%A=H

https://www.fss.jp/forensic-
tool/

D. @-a,b,cde
HA—TFTE RS
AJL3—%4
— FAIBA X
5. h—FkE
%).3.@.
B.®.D. ®.
©)

H—EZX
AL VIV IABT—EX
T—EIA—EX
e TARAAN)—H—EZR

- IJAL DY —IVERGE/ N —Z= 2T /T R—b
Fast Forensics(PC 77 AL J#L 2w 9)
Final Forensics(PC AL 22w 2)
AndrEx3(Android R ¥R T—43tH)
AOS Professional(ENE{E7T)
AOS Enhancement(B{&&$FR1L)
Nuix Investigation and Response(R1EFHE TSR HT)
UFED (#&/E 557 — I - o47)

BRETAIN—FT1TT IR
RRZEFR

https://www.cyberdefense.jp/

D. 2.3, ®.
O.

-Oxygen Forensic Detective (R ¥V—J# Y —)1)
DALY

RIVI TR

RRN—23T7 R

A N—EEDERELU T A

AN FTVITIR

BN XA N =T

AFIVT AT R, RS




IDFEItk{ESR#

H—ERXXD

FERLF

IALYY-Fo./00%RE4t

https://www.et-x.jp/

WA AT LIEEFEEEY —J)U ESS REC

BR OVE1—49—DIRTLIEEFZEEETF A
TR Ul E U TIRE T 2 8EY — b RIERSLE-
1207 U RERORERFRRAKRUTHYREE UTH)
FARTRE. A& 500 ftLA E

TAIAL AR T—51EIH
RSt
https://www.daillo.com/

@-acdeR>
1JL3—%
— BRIBAXS
D, BFELT=
IR E XTI
E)NONGN
©.8.9

TII- DAL VDV IRET—ER

S EVRBEOER TSRS HL - [FRRE
RILVVFREAAEEKREFD /N O VIR B R
BB BRRGR Y NMEERE

ENE ERXBHE. BRTHATH
BRI (7 — 7 HR) & DAERR

- EHE VIR REDRE P RS

S LD ITHERE

SR ERMERK. AT CHHIEADEN

- RS I ET

T—FEIEY—EXR

TP =IO TF—IR—-REDT—51&IH
e T —F (BB, FHEHEUF. MG )
SHRREREERRERURESIEK

S UY AT PHETL
+9')—2)b—L(HDD DA ) T—%1&IR

- Apple MacBook. Microsoft Surface DT —%18IH
Z DAt

T —HEEY TSRO DEE M RERAE

‘P AXUDRRHY (BN DF fFiTEHELD)
NN AN

BT HRRA

https://www.sun-denshi.co.jp/

D, D-c,d. ®

-Cellebrite UFED </!J—X(UFED Touch2. UFED4PC,
UFED KIOSK, UFED Analytics)

-Cellebrite XA L—Z27
-SASA Software tt 77 IVEE(LI T A

[Gate Scanner]

HR&t KPMG FAS
https://home.kpmg.com/jp/ja/
home/about/fas.html

@-a,b,cd. Q.
@.6.©.D.
®.©. O, .
)

JAL VIV IRE
BT TR
-e-Discovery(Relativity, Nuix) ftt!




IDFEIfA{ERS

—ERXS

FEHLF

HASHSERAE—D— U

https://www.kumananpcnet.co.jp/

®\ @‘a,c,d\
®\ @\ @\ @\
®.

*WDR Forensic Solution

TAL DI —ER V—IUEEFE

Simple SEIZURE TOOL for Forensic

(/N3 Ty MEHUREY —)L)

Simple SEIZURE TOOL for Android

(AN—hT# ViEHUREY —))

Intella

#aLIvo LEa—.e T4 ZXANU BAEE
Rty —Jb)

Belkasoft

(N AN—=bTA IR T AL Iy I—))
HX-Recovery

ERNAS /BRIBAX SR BEY—)
Sound Cleaner Il

(BEEE T — YT, BBV —I)

VFC7

GERA A= /LT « R ORISHEEN)Y —)b)

*PC-3000 JAPAN

(HDD. SSD. NAND XEF—41EI/'Y—Il.
c—=27)

*WinDiskRescue

(T—Y1EIBT—E X GHLmEERE)

MR NTT 7 —5 5tk

http://www.intellilink.co.jp/

D. 2.3, @,

@.9.0.0

XV T1- M TRNIET—EX

-Threat Hunting F—E'X

-CSIRT/SOC 1BEXIR ERAXET—EX

IS IREHREE T —ER

AN —EX RS (H EE - FinEE - TLPT

HE)T—EX

EFAUTAOVTINTA VT —ER X2 )T+

EAEY—EX

RIE7 O RERYT—E R AEHRIERIREN - BRAT

H—EX EFa)FOJ7FHET—E X

I TaBT—E X BEEEEEH - BT —E X
AT NOEBER. EXF 1T ARIS

EIE(SIEM) 245, EDR &5

EEIRIRA VR T M S ARRENY D e

PCEESIEV T i




IDFEItA{ESRZ

H—EXX5D

FERLF

BRRAAETA A — J—
https://www.kk-yec.co.jp/

®\ @‘a,c,d\
®\ @\ @\ @\
®.9

HEEEAIREY I

-DemiYG !)—X(HDD Jt°—#%)

-PCAIDIV(HDD &Z5AFh1EZEE)
-USB3.0WriteProtector(USB Z3ARH IEEEE)
-Mobiledemi(A¥—tJ#+ VHEHEEEY—Ib)
-Evidencetracer(J#L I OHIEHEEY) D1 7)
-Evidencetracer EX(V¥)V I ZERESHERY JNIT)
-T—YEIR—EXWME/RIE/ A A
DALV IYOEET—EX

-ERERT—IUR BOX//\w
SF=IHEET—EREIRINY /A TR

PwWC 1/\——E'X
=\ CiE=an
https://www.pwc.com/jp/
cybersecurity

®\ @\ @\ @\
O.@

FIORIN-TAL I YD
RERR—232F R

Ly RF—LEE

AVIF IRV AR ZPRINAH1)—
A7 14703 &)AHIN)—
CSIRT/SOC #&5Ex1E

FOqc b= D74+
v V7RI ) —EEEt
https://www2.deloitte.com/jp/ja
/pages/risk/solutions/cm/3r.html

2.3.5.0.
BF—5IHY
XN

31— T
TE- TR/ FERR REE/PC FDFE}
HIFRsRE/BiE PC FRE/aReiSt& (E-Discovery)
SEERESRLE 1) —CKBVR—IRLE 21—
TRARTAL DD
T—INVRIA
BT — P R\~ —EZ
BN CRRICT—YEEET 305 IRY—ER
[L.D3]
-ANEDRHIRR| I DAV EZS) T
HOE DB EIRZAREIC T HNR—/\—ZFv
BANFERERT—EX

EY #iHARREAETEA

https://www.ey.com/ja jo/forensic-
integrity-services

@-a,b,cde(&
BmoSIRt—
E'X.EDROY
F).3.@.
ONONCONOX
O.®

-EI (K7 —) 18
HFAN=DAL VIV IAVITIRVARUR)
AN —tFa1UTa - TALIIYVONL—Z0T

-Windows Forensics

-Mac Forensics

-File System

-V T TV ERAT R

-TSAR=L—Z2T (BI:CSIRT AIFHAREIY
A XRL—27)

-CSIRT #&5%-EAXIR
PIEAE. F=EBRERT
-eDiscovery XIEHT—EX
*Forensic Data Analytics

HEXIE



https://www.kk-yec.co.jp/

IDFEItA{ESRZ

H—ERXXD

FERLF

NRI €+2775./0U—-X
KA

https://www.nri-secure.co.jp/

2.3.®. @.
9.0.0.®

1) T+ BRI IE

PFI LI A—REHRRAVIRAET—EX
YX—IREDRY—ER TPRN-THLIIwo
tH 1T 1 BEREVUS IR (SANS, CISSP)
tXa)T1 ANMBRKR

tXal)TEH

1) F/OJER Y —E X (NeoSOC)(400 FELLE
DT INA ZDEERRIZXHE)

X2 T1Z2# (oT/0T ET)
HAN—=PHYVIIZ2L—U3(TLPT)

A N—RER A EEE T —EX
TEmFeFa)T#8 107 bisEgE oo
T I

X2 FAR)— - HAIRSA R EXE

HEFEP CSIRT 8 A IB(H82E - &R - 51Hi)

FHEA PSIRT EIF BT —E R

CIO/CISO it —EX

BIELIRHE - TR S VENZET—ER

VAR —IRBRIBHROTT—ER

BASHIVRTS
X TFaIvINY

https://www.constella-sec.jp/

@-a.3.@,
@.09.0.®

<2 NT—D T4 w7 (THX-Capture, THX-
Storage, THX-RAA)

A 21—%9T74L 2w (CyberTriage)

N7 Y TTF v REMREF (THX 21U —X)

- JPANTAL T (ThreatSonar)

- TURMRAMzF 27 1 (ThreatSonar)

*Bitsight(ZF 217U RO ZXA7J /EASM)

FESSHRE - RREL—23 7 X (Spirent
Security Lab)

RV I —UEAR(THX ') —X)

HASHRIVIOUIAT4T
https://belue-c.jp/

®'a,b\ @\
@\ @\ @\
0. 0.®

BEEL(CENHE T 2D SEREFT—SEENX
BENTET2&%EmselL,. BttFa704V7
ko 77TParnaWall(/NIL o4 —)b) JIFE A XER
MNFEL L WEB 7 TUT—U3 UADKEICLDIE
WRAVTRESZ SQL1YI T3 U BEAFAE.
RINTDERHFOEMZEERELTHYET,
LX) T4 —ERISPM(EF27-/I\wT5—D ¥
F=IXUNF—ER) IIF BEETHERAINTL
BY—NNICAVAR=IbETNTWB IV T—IY D
b OVR—bOEF1) T EREETEEEIR.
SEE VR0V EFRITIEE I D2ENATREE 0D
FHEEY—ER T,
S0 loT EIRRIZRAIERVL, BOFWLWW 21—
IO —ERZEEHAR IR E=FaREEITHY
9,




IDFEItA{ESRZ

H—E X5

FERLF

ZR—UE—EF1UT A
A=

https://www.stonebeat.co.jp/

®_a/b/d\ ®\

©. . ®.
9.0.0

GO 5273

T TAL YD IV T TR
197 At

RRSL—2307 A MESHEH)

XAV TAEEB. URIT7EIAXIN X2 T
dAFIVT1 0018 E

(HBENL—=27)
SEENYT—003vTERU ANEHBE EigHtsh
(EFRO-R)TIINTAL YOI XEYTAL Y
IO RIVII TR RUTRY—BERI—R A
TRV RN R, CSIRT ShGaIfERARE
EZES-373)

X 1UTAIRT LDEERTIE ERIE. CSIRT
DIBRZIE G EAXE. e

A= PFU

http://www.pfu.fujitsu.com/

@-a,b. ®.
@. 0O,

TIGNTAL DTV I —ER

RIVD I TR —E X

A ISR Web 7 URGSSIAESHT —E'X
NRIUFIY—U2—EX

AT IUMNVAR I AZET—ER
SBEOTAHT—ER

CSIRT #BZR-ERZET—EX

-CSIRT FllfEr—EX

EMRIT AN —EWRZIET—E X
FEMRIIE . Ry RO — BT —E X

TIZINT—FI)1—3y
M=%t
https://digitaldata-
forensics.com/

@-a,b,c,d.
.?D.®.©

365 AR, JEABRERIT DIF RN FTRE, X8 30
D CHEISDITEBEREEITVET,
<TALIIVIRBRAIIT IS XIE> S
AT T7RER BEREAL.

Web YA T LD —/\—EBFE, RFIET7 IR
EDHERRA - BERARBFIE

HUASD. BRBLEEREDREEZTVET AT
IFREERED T —YDIEFS5H U,

BFSIERAE MRS PC- ANRDIRFRERE X
RGN i

REt 3.9 AHLLEDHERNBEREDHY.
<FEFMH2MT - RRML—V3a VTR >BERED
R IN—EO SN

BERTFT1 T4 EFDHDEENRZZE C12
HUET,

<FOM>FT—FEIH. X1 T R RDRE
([CEMRL<T S




IDFEItA{ESRZ

H—EXS5

FERLF

NECYV)1—3 4 /R—%
KA =%t

https://www.nec-
solutioninnovators.co.jp/

®\ @‘a,b\ @\
(ONUNONHX
@.®

SIEM/ DAL 29w OB (RSA NetWitness)

c T RRA U MEEZMT —E X (BlackBerry
Protect)

X2 FT«ITIVT4 2T (BCP-UR IR,
DROTPEAAX N BEHREFIVT1EEH)

FHREFITAHHMET—EX

fESESZT —E R (TS VT4 —LA Web 7 1)
T—32)

JEHREF I TR —REXZET—E X,
CSIRT HEEHERXIET—ERX

AN —EBERLERT—ER

- T (RSt IBRIRE T —EXE)

Nuix Japan

https://www.nuix.com/jp

D.2.3. @,
G.®. . .
0. 2.0
(Twitter,
Facebook <&
SNS J14—RD
D7IVIALE
Z5)20)

B e TARNN)—/7I 8- DAL VIV ORI
*Nuix Workstation(fia 7 —9 DT > v J#4—L)
*Nuix Web Review,Analytics&Intelligence

(DO LE1I— AT VI T U REER)
*Nuix Ringtail
(Al EERREN F 1AL EI—T SV T7—L0)
*Nuix Collection Suite, Data Finder, Imager

(T —I . FZE. HIFR)
-Nuix Adaptive Security(MITRE Attack Framework [Z#£

#LU 7= EDR )

Y a1—3vie T4 RANI—=FI8IV-THLID
WO BERERE A—IIRABE. 1VITIUMNRR
DA IURRAUMEFIY) T4 RERBRERR. EA
AETPEZY VD T—9T54/\T—, GDPR XK.
T—9247 TAOINEBT—EXRATAN G
B AT ML ARV A EFIUT4OY
TIVT1a00 8RN ——0 0B LVOEBAZIE

ABARERIHFA =T
https://www.dnp.co.jp/

@\ @\ @\ @\
W)

A=AV 7 U ARINEE (CIRM I—2X
B RE /R EE /EEEHIE R - B
SNo—ZTAN—FATTIRTOTTv3 IV
_Z)
EHREF 2T xR T SCWAT)
-CSIRT BB FIVTA T
Web 551421

Rt TO—RN\UR
tFa)7+

https://www.bbsec.co.jp/

@-a,b,d. 3.
@.®.D. ®.
9©.0.0.®

BREIALIYOY—=Ib

(EnCase, FTK, F-Response %)
‘HDD/SDD fRrE-EFAHMhLEEE
-B%& Filesystem fEATY—IU
NIVD T 7Y —IU

DAL IV OSRE - BRNRTT—EX




IDFEItk{ESR#

H—EXS5

FERLF

RADR T/ 0J—#HAE4t
https://www.basistech.jp/

- JAL I YWY —)b(Autopsy F)

Autopsy ® (&, Basis Technology SKiEDE & A—T Y
—AAIAZTA—CHRESNLVILIITT, &%
= CHER THIFRIBE T, Autopsy ([,
BEICHITSD SHERIFQI-ZT—RICHBTESD—
BOREED 1— VMU TLWERI D, PRAVICL D
WERD AT RE R ETHIC B> TVWE T A—TUY—2X
OAI1Z7A4ICKBDTPRAD-EI1—IVEEREFRN
TLWET,

KAV TR

@-a,b,c,d,e
(loT, R&. f*
Exlm. 7T —L

DrFa)F1 o RIVITI T AN, FIET
IR FOMDEREF 1T AT VDB
EOENBEDFHEBEFEDT—ERX)

4
https://dokuta_shcom/ g%ﬁ%ﬁ-ﬁ-‘ﬁa;é‘lﬂoé 'ﬂEA&Gq:lJ\J/J:\%ﬁlT@'I‘%*Et#lU7__’f "'7'—5‘]
1), 3.@. |QYTT12T eFa)TAEEIRTLRUTO
D.®.0.@ |7ILDRFE. tF1 )T HEBFORIBOEARL)
IPANT AL DO ) 1—232(CyCraft AIR)
BRI TLIORIRY- TIZN-TAL T YYD
. D.@-a.Q. |2 PRI
YRIRU oo
®. @ AT IRV RARY Z%HR
https://simplex-rm.com/ XU TAOAITITADT
-NNTREE TSV T +—L(BugBounty.jp)
BEN\-ROIT7ER
ML/ P T URY Y 24 (Windows % PC-Mac & PC- 7 I —3 PC76t&)
o ®. TR~
https://www.pcdock24.com/ SRS \— R T PISEORMEES
(LCD 3% - [OEXETR)
AT IR & T AL DY IHRE
i AT IS —Z 2
HKASHBFET ISR |@-ab.Q.®. | .15+ U —EEXiE
https://www.proactivedefense,jp/ Q. \/ZVZ)l—I;TjjUIéTE H%g?i%’;g
=Ny b T — DRSSO
A—TITHRANRARM D.6.® *OpenText EnCase Endpoint Investigator
https://www.opentext.jp/ T E—rTALDYI/N)P—IV)1—232
AT ISR
\ e IV I TR
HASHI7ITRSMT |@-ab. Q.  |.OvfiF
https://www.fivedrive,j @. Q. ©, @ | MBI (Web 77T -3, TS5VET4—
e/ v/ Ls AR LAN, T—9R— V—RO—F%)

RREV—=232D T




IDFEItk{ESR#

H—EXX5

FERLF

LILNSAIRTLR
B

https://www.secomtrust.net/

2.0, ®.
@.0.0

BRI T —ER L TOTTVYIS
WR—A 7T U0, D402y o) £
LAN—BHEHE). tFxa27ITURRIUN
(NGAV+EDR)

SEA/ERT—ERIYR—IR WAF—EZ, 3
LREBRARH/FHT—ER, vR2—I R/t
T4 —ER NR—IRI7AT7IO4—ILTT—E
A, DoS WERHRT—EX

X a a2 —E X wdLtEF 2T 120
HF—EX(RRMN—23FTAN) Web 7T —
avsHt—EX ALY EF21 T2
W (TS D+ — LE32H)

BB —ERIEREF IV T EET—EX

G —E RO LINRIR—b for Web 1) —X

(SSL 4 —/\—3FBAZ). TOLbALAOTA I —

E'X

IJB.INC
https://www.ijbinfo.com/jp/

D. @-a,cd.
ONONNE
RYNI—0%
N
Ea1—574L2
IVDEITRDIX
S FRUTESE
DER)

gEIALVIYIY—)

- Qator Live:SSD DFREDIERERL T4 L VI w oY
—)LELT PC RV /=N TVIREDTAT IR
T LI USB IR—CHERL T —%EIARU +—1]
—MEERRUSERDIRRIVA & DR AR - 1o

- Qator Forensic: P TAL IV IV —)LELT
BG CIREINET — 528 [C IRR 15—
RYMREVRE BHENICEHEZERT D,

- Qator Enterprise: fPFEDEF1)T1BEERAD ¥
WFI—=TyRTHL DYDY —IIVDREBFZED
JUE1—9TIFL I Y IEFREEIT.

- MobileWay: HAF 11T 1 ATV H—IIERD
ENOITAL DD O ZERMAL T /N1
i%fggU?’:ﬁ*#o)iﬁﬂjﬁ%ﬁaﬁﬁﬂ‘#@@t*ﬁ%%ﬁ

TR

- Privacy Finder:PC [CERIFEN TV SEINEREFR
SES. Iy b— R ES, Bt B A
BRE)NCDVWTHRBL TV DIRRZVE—FTIER
U CREDEIREM 2 HR1 BT,

GMO 1 I\—tF*al)57+
by 1 TS I#R A%t

https://gmo-cybersecurity.com/

@-
a,b,c,d,e.
3. ®.®.0.
(ONEIGOP
TRV ARY
2 -WEEIH%
W R —
3T R
IO TR
#7)

AT IURVARI R

DAL VDY ITHEE

-BESsE ST (Wweb 77 T/ AN —bD 427 1))
N =9 VT — LF— SRS HR

XY ND—D2k
ARAEEE/JOvoFI—UBH

T 2 IN— Sk

RRXEL—230F7 R
L¥XalrFab—=27

NIVO T TR M




IDFEIA{ER#

H—E X4

FRHmS

=%t CyCraft Japan
https://www.cycraft.com/ja-jp/

R.B(TALY
I ORERR
/Threat
Intelligence
H—ER)

TP AN TALIIVIICR BT IRV ARV R
ISy —S /=B

-LRGERE ) & MR (CHRLEY ) 1—3Y

~IAL VI YIR—ZADDFIRT Ly

-SMICAIZFIA TS EICKY AL EDIT
SR{EERE _ \

-A}Eﬁn‘*ﬁb\ LiR—bZELRAFXTEETITOCEN
Al Be

- JE—FTORUN

_;F_HI’J*‘ ARDDHHT D EMNRRER TSV T A— LA

-PFUZRNIEBDHICEKY) . LYEFAN DEIRAL
SNIIREN AT AL \

-CyberTotal:12)wvocoO—/INIVERA > T")
JIIREEE

-#1E BB —RADAIICLDIRIDY

-INALURIVISAPHREGA 9 —T T4 R

-F—HT )y FLEER

a1t foxcale

https://www.foxcale.com/

@-a,c,d. Q.
@

JALVIYIAET—ERX

TR TAL DY O EER U BIEEFIEERD
RE-BITHLURFaXI N E1—(BHERY
—)UfoxcopeZFIA) ZIZUHETDREE - it
—ERZEZDVIANY TTIRHEULTHYZET,

- RFERETEBEEE . EEEEEEE . AELT
ELY, F=ERESFETIRH & T IREDAILE
THEFEZITO>CHUFET,

‘XKz BRRBHNRAEZFICPWTE. TIYI-TA L
VIV ODEREEDTZEIGIND ORI
TA VT BREMFANT—E R ERHU TRV ET,

AT 4Ry bR A

https://www.quality-net.co.jp/

ON
@-a,b,c,d. ®.
@.5.®.®.
©)

AL v oY —)VDERTE (EFRIEE)
FEBBTAL DY IY—)b

EnCase Forensic. FTK, AXIOM. Nuix
DE—RBEDAL IV Y—)V

EnCase Endpoint Investigator. AXIOM Cyber
‘SNS-OZIRT—5FE- ATV

AXIOM Cloud
-i0S-Android T /N1 RN /N R T —RERR KR O

F—YEEY—IU Graykey
-Mac/iPhonefr% -y —IU

Digital Collector(lHMacQuisition).

Inspector(lBBlackLight)
-HDD/SSDfRr& - &EARfLERE

Falcon-NEO. Tableau.
WriteProtectPortable

WIEXE) - IVI T TERATY =

Responder Pro. IDA Pro. Shadow3

X—=A—RNBS—Z20T DERE
-EnCase(DF120/210/320). FTK. AXIOM

JAL DY ORAE - BENINT—E XDENE
Xt PC(Windows,”Mac,/Linux). A VK&




IDFEItk{ESR#

H—EXX5

FERLF

KA RETIZAH
https://toyo-slc.com/

®\ @‘b\ @\
@.0.B
(BE1>7")
I I AR,
9208+
)7 )

-TOYO ThunderBOT(R—% JILBIX Y h—1—
DDA IIYIIRT L)
BRATIVIIVRZRAWTBERHRMNSTEF
AT114ITFURDOAERIE
RYNT—=0TAL IV IRE
BREAUTI T URRHT—ER
-/E\"j‘")‘yfjairj RO—o0O—-Rtxal)71xsRE

A

PRIA PRI —
Bt

https://asueito.com/

ONENEN
@. 5. ®.
@.9.0.0@

DAL VIOV ORE

‘WEB/®Y D=2 DiE5eME2 . R —
TR

-ISMS/P ¥—208: ST IVT 1 00

RR—=IREF21UT 1 H—EZ(MSS)

BRI EE X SRR 2 1

JFHRtEF 1) T 1 RS

ce-TARNNIUZR. AFIVT10T

-CSIRT #BEXRE

ALMIGHT(X—=J)LLLE2—Y—)J1)

3

AT IR
RN =R A
https://www.grantthornton.jo/

aboutus/advisors/

S FIERBEEERFICRMETETIYI- T
wOIRAE (HFEEZED Grant Thornton X2/\—
T7—LEEEUSBNRAENGED)

MSAB Japan %kx&#t

https.//www.msab.com/ja/

D.@—-cde
(B8,
I\“D_y)\ @\

BNV ITAL DY Y=
—IMSAB Office OYAWIL&T1IHIb]

(TXRY1+TXAMN])

T/ \1), RO—D7—5tEh— >0 -
—IMSABF+74 22|, IMSABY JLwik]

XRYDIVIND—Z#E., TIVHAINVAX

EIREEIE EIRAR
—IXRYIOR TSR]

Ty DEEE HIFSDOPCTEZ 2 T I 7
—IXECI(ZTEVD)

MSAB& &I SM1 7 NEEY—)l
—TliVel(71E—)

BEEET—Y D JAL Iy it -8RV —IU
FUROAMR-PFIBENCIV AL DD Y—)b
—TRAVENJ(LAT7>)

AN to AVKRTHIE., 7 1—R. &R

AR TIA LDy V1EESERE. XAMNTO

BRATE BT RE
ITPRNTHLITYY
—IDetegol(F17—10)

EE. BtEERPCO 7 RN TIA LYW Y=L
DAL DY H—ER BN —— T 7o)
—lAccess Service]

L - FEATT —EX
—TAdvanced Acquisition Lab] (AAL)

MSABDEEGHH./ J/\OZE it st —EXR
AFANAITA I AT RIS —— T
=W\ I 5G IT7STAIN\T  T—TJIE
7ot




IDFEIA{ERS

H—E X%

FRHmS

NEC EF+a2 )T 1 H%ASH

https://www.nec-security.co.jp/

2.03.®.
@.0.0.0

AT IRNRIRIR (DAL I IHEE)
—EX

-RIVI T PR

TeFa)TFaHBET—ER]
-FAN—tF1UTAL—Z2DT NI ZXF U
L—=27

-InfoCIC Bt —E R (MDR(¥RX—I R T«
TOaAVLARIR), WEB BERBIV VDT 7R
H. VIV T 7R RN D—otF2 )T 008
BRE)

NRIXINAVFIT A TH—ER

(CSIRT #2REAXE. T1N\—KB X I7
M BHREF IV TAEBET—EXRY)
LFa1UT12T—EX

X7 an-I-i%ﬁ l:Z

X TFY—IL- Y 1—3 R

MRSt A) IV

https://www.orient-t.net/

3. @.®. 0.
0. O.®@

[IC-Auditl(—F—7T1wbk)) / £F2)74

HﬁAFEﬁI\“‘VQ

- R94—7- %“4273/\“) RBRAESSME. T WIRITE
N *M/\—/w/ > NERRIESAE

Fal)TF42

-Web 77— 3 2287, SOC, EDR =&

(i3

AN—CF2 T« FIVT1 T

- fAfSREEE IR, V) a— a3 sHh, Bt Ut —

IWAHEB

- FBURDAVTSATIRALZE

- EERARTE

AN —tF2VT1HE

ILFA—TYI %A
https://www.lanscope.jp/cpms/inci

dent-response-service/

2.60.@.0

AT IR —E X
- DA TAL VIV ORE(SERAE)
- TIUYI-TAL VDY IRE
- NIV T 7 ERM
X1 ERT—EX
- NDR(Darktrace) vy brcJ—otFa1l)74
BERR
227« 22T (eSS HEE20T)
- Web 775 — Jzu—Jf‘
- RYND—OHETEES
- RRM—23 207X
- F—=LtFa1)T128
- 92ORtEF2UT12k
- AN\ —ROfERREZM (Panorays)




IDFEIA{EZER H—E X5 FERGE
T U8V
- DALY IRET—EX
) TPANTALIIYD
MRSt T U ) USSR Zerr 2.0.8.0 RN
https://dflabo.co.ip/ e - BVAICHIGUTzEEM RS & E5E1ERK
- ERNINEFES
EFRRRRE
- UGINT BEA7TUIITUR
HAN—ZAY A TII T IRAT—ER
- UFr—F—t%—EX
- DM LTT—ER
@-a,b,c,d. |- MEBEMESHT—EX
3.®.D.0 IV =TT R-IR—IXINASM)
N N N N —E\Z
15—k ka7 |0 DO0 | ey 2
. . (EFIVTAT | (o7 IR LRRYZT—ER
—ER % &t ‘J*T)I/'z-fr U0 - JPRNIAL DY
. : - AVLYSADT | - TDALIIYY
https://www.isskk.co.jp/ USTURAY | - =REOSS -
IFURLRR | - AT IR PMO X8
A -H—ER) -CSIRT ERX%1E
BECX1UT N —2=2T
EFaUTA - IRAL—Y3v YO
A
AT IRNVARI AT —ER
(DAL IV IRAE)
NR—=IREFIUTAH—ER
NTT 1071 -Jv/ty |D.@-ab,d, | (MSS/MDR, UEBA)
‘OSINT EZ5UY
Mestatt .. ®. D |.tFa1F1HE&X—ILIlE
©. (0. 4. -IESSMEZIT T —EX
https://jp.security.ntt/about/ ®@ ‘Red Team 7—E'Z
o -CSIRT #8581/ EXIE/EE
nttsecurity japan MERET At 7 g
-OT tFaUT1 (PEAXUN OT-IDS)
BEIEEERITTA/N\N—tF 21T K/
XTIV FINTAT
ZFDithad IDF Bih =5

HASHAVI—RINMZITPT4T

https://www.iij.ad.jp/

NIRBEEASRERY AT LY — https://www.fisc.or.jp/

HA=IIIL—k
JBCC #ztait
FOMk b—%Y SAN—ARE

https://www.recruit.co.jp/company/profile/
https://www.jbcc.co.jp/

https://www.deloitte.com/jp/cyber




