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1N

959 RS —EADIRIES EDH FI71E741 0Y DFHI(AWS)

A |
Zure?){ﬂ = @ FHEJQIET\’T/ <{"R?cords":[
@ 7“-’5’»(:&5}5&{’!5 %*ﬁa’ "eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalld":"AIDACKCEVSQ6C2EXAMPLE",
seh [er @ ws =92y P L7ay "arn":"arn:aws:iam::111122223333:user/anaya",
"accountld":"111122223333",

"userName":"anaya"

Virtual Machines =

oft.com)

@ E;}Jbr— v 5 3 OFv Bri-omEyv OBEF L csvemaf-+ ¥ s1vemK D SIOEDET
o

(' \{ ~ 19\ Z B FoIV5- YIZ) T3> ROMBEFLL FAT R ROBEFLL IAT Y- IN~T ROBEFLL IAT X B ROBMEFLUL IAT X 2 J015-0lm

S5 4R 1 ~ 15 #OLI-FERRULTVET. ¥

N - r
7& ;EI.S\ (=) &8 * LR YIRTZA Ty W-Z2IN-T Ty - CURY ARU—F SAFh 1 B Ty "eventTime":" 20]..8-.08-29T16:24:34Z",
s . o "eventSource":"signin.amazonaws.com",
K3 ActivityLogTest U557 ME-MngEnvMCAP2158:~ RESOURCEGROUPEUS  East US 1% (BDLTHRE) Windows Standard_B2s " o S
eventName":"ConsoleLogin",
D BB i (BT St i

E} & pcot 2.5 Japan East @ik (WOLTRIE)  Windows tandard_B2s "awsRegion":"us-east-2",

] & 1ntun 3.5 552 Japan East RS (BIDLTHRR) Windows Standard_B2s "SOUFCGIPAddFESS":"192.0.2.0",

O sy Japan East BUEEY (FOLTHE)  Linux Standard_B2s “userAgent”:“Mozilla/5.0 (Macintosh; Intel Mac OS X 10.12;

[l - AT s, o Janan East A (BT Linuy Standard_R2s rv:62.0) Gecko/20100101 Firefox/62.0",

"requestParameters":null,

@ INIRIAUCLDIRE (powershell D1l) "responseElements":{

"ConsoleLogin":"Success"

1o
"additionalEventData": {

Connect—AzAccount « Azure ([CHA4>1>93 (WEBE"] [EPITA t\—U\/%HR'?\:Ef "MobileVersion":"No",

"LoginTo": "https://console.aws.amazon.com/sns",

"MFAUsed":"No"
Start-AzVM -ResourceGroupName “myResourceGroupVM” -Name "myVM 3éventID,,:,,chfblsz_gsfs_g%_bd45_103395%6@"'
T AR ZEEENTD (RERICTIEAN-I2%45) , SventTypet: TAwsConsoleSignin®
1
)

AWS Management Console Y4 >4 >4~ - AWS CloudTrail (amazon.com)
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AWSOHI

https://ec2.amazonaws . com/?Action=RunInstances
&ImageId=ami-60a54009

&MaxCount=3

&MinCount=1

&KeyName=my-key-pair
&SecurityGroupId.l=sg-8598c7d3
&Placement.AvailabilityZone=us-east-1d

SAUTHPARANS wep (ERZEIRERE(TS)

https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/APIReference/API RunInstances.html

AzureD{sl

POST https://management.azure.com/subscriptions/{subscriptionld}/resourceGroups/
{resourceGroupName?}/providers/Microsoft.OffAzure/VMwareSites/{siteName}/machines/
{machineName}/start?api-version=2020-01-01

https://learn.microsoft.com/en-us/rest/api/migrate/discovery/machines/start-machine?view=rest-migrate-discovery-2020-01-01

SosEICIEOAUth2 D7 ITA M=% ERT 3.
f5: Authorization: Bearer eyJ0eXAiQiJKV1QiLCIhbGciOiJSUzI1NilsIng1dCI6Ik5HVEZ2ZEstZnl0aEV1q...

Ay ClEEEESRBATERVDT., CHEIBROH B HEIESZS BTN,
https://learn.microsoft.com/en-us/entra/identity-platform/v2-oauth2-client-creds-grant-flow#get-a-token
Classified as Microsoft Confidential
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BARICEABRATZN/N-UEIELTVD N
APIF—0O > DIRAVWIAIE 7 I R(CDIEND

AEAFURID/INRAD— ML BEREE LN CEAPIF 07 I A =IO HNRAWT 2T —AN$5. API key7 It
AN=D2% AFENBILT AREENILT —INDTILZAPIZI )Y - ADIRVEN B REL R DENN DB,

v Linux example

You can run two separate commands, or combine them.
Separate commands

First, generate a token using the following command.

al

[ec2-user ~]% TOKEN="curl -X PUT “http://169.254.169.254/latest/api/token” -H "X-aws-ec2-

Then, use the token to generate top-level metadata items using the following command.

[ec2-user ~]% curl -H "X-aws-ec2-metadata-token: $TOKEN" http://169.254.169.254/latest/me 0

4

Y—2X0—ROAICAPL KeyZiBIAATLEFE. GitHUDRE  RIEFHERICEKRIHURIEYS VNS, RIS UIC
TABULTUES 5ENETICAN-I>% AFT3

https://doc.sitecore.com/discover/en/developers/discover-developer-guide/get-an- . .
access-token-and-a-refresh-token.html#use-an-api-key-to-get-an-access-token Use the Instance Metadata Service to access mste}nce mgtad_ata_
(API KeyZAY4H—[C ANTCUrZ{ELTAPL 772 2%7 24, COI— RERESEELSDIF TR, https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-

metadata-service.html
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"Records":[

{

"eventVersion":"1.05", .

i’

ype": ser", S N7 ~
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"userName":"anaya" — . \
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"eventSource":"signin.amazonaws.com", C

"eventName": "ConsoIeLogin", ’(‘J(éED‘ODEI’] td)%

"awsRegion":"us-east-2",

"sourcelPAddress":"192.0.2.0", S olC B9 3 BER

“userAgent”:“Mozilla/5.0 (Macintosh; Intel Mac OS X 10.12; } (IP'\)DUSEI’ agent 78:&:)

:62.0) Gecko/20100101 Firefox/62.0", - N
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"ConsoleLogin":"Success"

},
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"LoginTo":"https:// le. . . /sns", o “ J = \
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},

"eventID":"3fcfb182-98f8-4744-bd45-10a395ab61cb”,
"eventType": "AwsConsoleSignin"
b
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End of Presentation
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